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About the research
and acknowledgements
Securing a shifting landscape: Corporate perceptions of nation-state cyber-threats is a report from The Economist
Intelligence Unit, sponsored by the Cybersecurity Tech Accord. Kim Andreasson is the author of the report and
Michael Gold the editor, with support from Wade Islan and Kosi Ogbuli. The research is based on a survey of 524
executives conducted in November and December 2020 and input from leading security experts. All survey respondents
are in senior roles and familiar with their organisation’s cyber-security strategy.
Survey respondents come from Asia-Pacific, Europe and the US, with a minimum of 150 respondents in each region.
They all sit at director-level or above and come from companies with more than US$500m in global annual revenue.
A wide range of industries are represented in the survey, led by IT and technology, retail and consumer goods. Half of
respondents are from IT/tech or cyber-security functions. See the appendix for a full breakdown of the survey demographics.
To better understand the perceived challenges of nation-state cyber-threats, in particular during times of disruption and
in the wake of significant incidents, interviews were conducted with experts and supplemented with wide-ranging desk
research. Our thanks are due to the following for their time and insights:
•

Charles Carmakal, senior vice-president and chief technology officer, Mandiant, a division of FireEye

•

Mark Montgomery, senior director, Center on Cyber and Technology Innovation, Foundation
for Defense of Democracies, and senior advisor, Cyberspace Solarium Commission

•

Marietje Schaake, president, CyberPeace Institute and international
policy director, Cyber Policy Center, Stanford University
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A note from the
Cybersecurity Tech Accord
Recent nation-state attacks require a new call for defences and dialogue
The Cybersecurity Tech Accord serves as the voice of the technology industry on matters of peace and security in
cyberspace. Amid increasingly sophisticated cyber-attacks and geopolitical tensions in the digital domain, we aim to
capture the values of our industry on security through four simple principles: stronger defence, no offence, capacity
building and collective action. We put our users and customers first and stand against corrupting technology products
to cause harm to innocent civilians and organisations.
Launched in 2018, the Cybersecurity Tech Accord brings together a wide array of technology companies, including software
developers, hardware manufacturers, social media platforms and many more—everything from silicon to the selfie.
Our coalition includes nearly 150 global technology companies committed to fundamental cyber-security principles for
responsible behaviour on the part of industry to keep our customers safe and to improve trust in the digital ecosystem.

Nation-state attacks: An escalating problem too big to ignore
Like nearly every year before it for the past decade, 2020 set a new high-water mark for significant cyber-incidents,
including an increasing number of nation-state attacks. These incidents included attacks not just on businesses, but also
against hospitals and other healthcare infrastructure amid an ongoing pandemic. One such incident, a ransomware attack
against a hospital in Germany, even caused the first-ever recorded death as a direct result of a cyber-attack. Perhaps most
concerning, the SolarWinds hack, which came to light only in December, was a nation-state attack which corrupted the
routine update of business software—crossing a new threshold by exploiting a process which has long underpinned the
security and reliability of so many digital products and services and, in doing so, undermining overall confidence.
As a result of these increasing numbers of sophisticated attacks, organisations today of all sizes are finding themselves
having to defend against highly advanced threats while conducting business online. This trend is driven in no small part
by increased investment in the development of malicious cyber-capabilities by the most advanced threat actors: nation
states. As cyberspace has emerged as a unique fifth domain of conflict (alongside air, land, sea and space), governments
around the world have worked to build up their cyber-arsenals. And in a digital environment without clear borders, these
tools can and have been used against a wide range of targets, often including private organisations.
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A survey for perspective and a call for action
The data in this report captures how private-sector leaders and security experts across different industries from around
the world are grappling with the rise of nation-state threats online, how they have seen these threats evolve and where
they see the trends going. The results are sobering. Not only do private-sector leaders increasingly recognise nationstate threats as posing significant risk to their organisations, but the problem is only expected to get worse in the years
ahead. This marks a fundamental shift in security planning. While every organisation historically has had to give at least
some consideration to its security practices—both physical and digital—it is unprecedented that private organisations on
this scale should have to steel themselves against attacks from the most sophisticated actors: governments.
Throughout the report, you will hear from interviews of leading thinkers and security experts—including one from a
division of FireEye, a Cybersecurity Tech Accord signatory—about the meaning of the survey data and the nature of
escalating nation-state threats online. The survey also brings forward specific recommendations about how to get ahead
of these challenges, but fundamentally we feel that enduring solutions will be those that turn the tide on escalating
state threats online. More than anything else, this will require co-operation across stakeholder groups to help set and
enforce meaningful expectations—asking companies to think more expansively about their roles and governments to
think more inclusively about theirs. Our own commitment is to help strengthen and advance industry responsibility,
and similarly applaud multi-stakeholder initiatives like the Paris Call for Trust and Security in Cyberspace, which bring
together governments, industry and civil society around shared values and principles for a free, secure and rightsrespecting online world.
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Executive summary
Cyber-security is rarely far from the headlines, but reporting tends to focus on big events rather than a general growth
in attacks and the evolving domain of conflict. As the world becomes more interconnected, nation-state incursions
that steal, destroy or damage information, or that spy on or embarrass their targets, are a growing concern among
policymakers and corporate executives alike, with more countries facing accusations of either conducting or sponsoring
such attacks. The shifting landscape of state-sponsored threats—and how stakeholders respond to them—will have
a major impact on how firms operate and what they perceive to be the best way to mitigate threats. This is crucial as
cyber-attacks increasingly target new sectors and different types of data.
This report assesses corporate perceptions of nation-state cyber-threats. It finds that companies have become aware
of the challenges posed by such threats and are concerned about them; however, their ability to respond to evolving
risks may be lacking. The key findings are:
•

Firms’ confidence in their ability to handle nation-state threats may be overstated. Companies recognise the
threat posed by nation-state attacks and demonstrate a high degree of confidence in their ability to face them.
This confidence may be inflated, however, according to experts interviewed for this report.
–

Executives in Asia show a subtle but noticeable trend of both greater concern and greater readiness than
their European and North American counterparts.

•

Concerns over nation-state threats have evolved to encompass more factors. Cyber-attacks were once primarily
viewed as a financial risk. Now, however, nation-state attacks also often target confidential materials and
other important information (such as medical data), as highlighted by recent sophisticated breaches. Our survey
respondents recognise this shift and view nation-state actors as a rising future threat.

•

Greater political will, at home and abroad, is crucial to combating the issue. Executives and experts view
stronger cyber-security legislation and regulation as key ways to cultivate a safer cyber-environment, followed
closely by stronger international agreements, which have been elusive to date.

•

The covid-19 pandemic has led to growing opportunities for cyber-incursions, especially to gain a foothold
in the vaccine race. Experts interviewed for this report all note an increase in foreign actors trying to exploit
weaknesses to gain access to sensitive pandemic-related data, particularly in sectors such as healthcare.
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01.

Chapter 1: Overconfidence
amid rising threats
In the survey conducted for this report, eight in ten executives say they are concerned about their organisation falling
victim to a nation-state cyber-attack.1 There is no shortage of recent high-profile examples to stoke their fears.
In December 2020 an attack exploited business software provided by SolarWinds, an IT company; those who use its
software were exposed to the attack.2 According to The New York Times, the government itself appears to have been
the primary target.3 In the same month, the European Medicines Agency was also subject to a cyber-incursion that stole
covid-related data.4
Figure 1: States of concern
“How concerned is your organisation about falling victim to a nation-state cyber-attack?”, overall and by region
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Source: The Economist Intelligence Unit

“The SolarWinds supply-chain attack caused the industry to rethink how they manage third-party risk,” says Charles
Carmakal of Mandiant, a division of FireEye, a cyber-security company. “What’s different from previous nation-state
attacks was the level of sophistication and scale of this operation.”

1

Note: The survey was conducted prior to the disclosure of the SolarWinds attack.

“Highly Evasive Attacker Leverages SolarWinds Supply Chain to Compromise Multiple Global Victims With SUNBURST Backdoor”,
FireEye Threat Research, December 13th 2020.

2

3

David E Sanger, Nicole Perlroth and Julian E Barnes, “As Understanding of Russian Hacking Grows, So Does Alarm”, The New York Times, January 2nd 2021.

4

“Some data from last month’s cyber attack leaked online, says EU drugs regulator”, Reuters, January 12th 2021.
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The growing concern among executives is illustrated by the fact that eight in ten also say nation-state cyber-attacks
are advancing faster than defences, a finding supported by Mark Montgomery, senior director of the Center on Cyber and
Technology Innovation at the Foundation for Defense of Democracies, a non-profit organisation in Washington, DC, and senior
adviser to the Cyberspace Solarium Commission (CSC), established by the US Congress to investigate cyber-security threats.
“The risk is growing significantly because adversaries’ access to tools and interconnectivity of our systems are going up
exponentially,” he notes. “The only risk mitigator is our investment in cyber-security defence, and that’s generally linear.”
Covid-19 has also expanded the attack surface. In our survey, almost eight in ten say the pandemic has increased the
likelihood of a nation-state cyber-attack on their organisation. The International Criminal Police Organization (INTERPOL),
which tracks cross-border crime, has noted a rapid uptick in the number of cyber-attacks during the pandemic as
organisations deploy remote systems and networks to support work-from-home.5 According to Mr Carmakal, “During the
covid-19 pandemic we have seen cyber-espionage activities by multiple governments to try and learn everything they can
about vaccine development and R&D,” a trend also noted by the other experts interviewed for this study.
Figure 2: The enterprise at risk
“Corporate efforts to combat cyber-attacks should focus more on nation-state actors”, % agreeing, overall and by region
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Source: The Economist Intelligence Unit

5

“INTERPOL report shows alarming rate of cyberattacks during COVID-19”, INTERPOL, August 4th 2020.
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Nation-state cyber-attacks have shifted the risk consciousness for organisations, which were previously dealing with a
largely physical threat landscape. Indicative of this new mindset, roughly seven in ten executives feel their organisation is
very or completely prepared to handle nation-state cyber-attacks. However, Marietje Schaake, president of the CyberPeace
Institute and international policy director of Stanford University’s Cyber Policy Center, calls this a “false sense of
security”, in part because until an attack occurs, organisations tend to be confident that they will not become a victim.
Mr Carmakal notes that not all organisations are actually the intended target of nation-state attacks, so many do not
have tangible experience of dealing with such threats. “Nation-state threat actors are very focused and persistent with
their targeting,” he says. “Organisations that have been previously compromised by nation-state actors tend to be better
prepared for future attacks, as they learn from prior security incidents and improve their defences.” Even non-targets may
end up as collateral damage, though, as malware attacks can spread far beyond their intended victim.

Figure 3: Prepared or overly confident?
“To what extent is your organisation prepared to deal with a nation-state cyber-attack?”, overall and by region
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02.

Chapter 2: Prime targets and the
ever-evolving threat environment
Cyber-attack methods are multifaceted, ranging from emails asking for personal information (phishing), to denial of
service (DoS) attacks meant to render websites unavailable. The same is true of the objectives, which range from simple
fraud and data theft to sophisticated attacks on infrastructure. Survey respondents view individual hackers seeking
financial gain (22%) and organised cyber-crime groups (22%) as the two gravest cyber-threats to industry, while
nation-state actors only rank fourth (12%). However, the threat from nation-state actors is forecast to rise to second place
(18%) in the next five years, behind organised cyber-crime groups. The threats posed by nation-state actors can multiply as
advanced tools and technologies developed by nation-state actors can later be repurposed by less advanced users.
With some exceptions, nation-state actors do not seek pure financial gain, as other types of hackers often do. Survey
respondents generally recognise this, viewing the leak of confidential materials and loss of crucial information as the top
potential consequences of a nation-state cyber-attack on their organisation. “If you go back ten years, banks would be
experiencing the most cyber-criminal activity because that’s where the money was,” says Mr Montgomery. “Now a wider
variety of industries are vulnerable to malicious behaviour because their data can be monetised.”

Facing unintended consequences
The geographical origins of nation-state attacks are also more complicated than might be assumed from front-page
headlines. The CSC views China, Russia, Iran and North Korea as the top perpetrators of nation-state attacks.6 Yet many
countries develop offensive capabilities and engage in attacks—a trend that can have unintended consequences, often
because a piece of malware designed for a specific target can spread throughout the supply chain as other organisations
also become exposed to it. The US National Security Agency, for example, developed a malware tool named WannaCry
that was purportedly later stolen and used by North Korea to extract money from organisations.7

6

Cyberspace Solarium Commission website.

7

“‘WannaCry’ Ransomware Attack Reveals Government Possession of Attack Tools”, Government Technology, May 16th 2017.
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Opportunities and challenges of emerging technology
Newer technologies, especially artificial intelligence and machine learning (AI/ML), can offer new opportunities
to defend against attacks by virtue of quickly recognising data patterns. In the survey, respondents cite
AI/ML and cloud computing as the emerging technologies that would be best deployed to counter nation-state
cyber-attacks directed towards private organisations. Such technologies can also be a vector for threats,
however, as malicious actors can use these emerging tools just as anyone else can.8 “These technologies offer
a vast opportunity but also expose you to increased risk if an adversary develops tools for their own offensive
capabilities,” says Mr Montgomery.
It used to be conventional wisdom that data stored locally—rather than in the cloud—was safer due to its
nearby physical presence. Recently, however, many organisations have determined that cloud providers can
provide greater cyber-security than they themselves can. This, in turn, has led to a renewed interest among
attackers, a trend recognised by our survey respondents, six in ten of whom believe their cloud environment
will be the area where a nation-state cyber-attack will most likely occur, far ahead of local servers. One reason
may be that cloud adoption has increased rapidly over the years and users are unaware of security details.
Underscoring this point, in January 2021 the Cybersecurity & Infrastructure Security Agency, a unit of the US
Department for Homeland Security, issued an alert about various cyber-attacks against organisational cloud
environments due to poor “cyber hygiene”.9
Figure 4: Searching for backdoors
“Through which of the following types of infrastructure do you think a nation-state cyber-attack
would most likely enter your corporate network over the next five years?”, % of respondents
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Source: The Economist Intelligence Unit

8

“The evolution of cloud security: perception vs reality”, bitglass.

9

“Attackers Exploit Poor Cyber Hygiene to Compromise Cloud Security Environments”, Cybersecurity & Infrastructure Security Agency, January 13th 2021.
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03.

Chapter 3: In search of solutions,
at home and abroad
The complexities and sophistication of nation-state threats demand a response at multiple levels, including government and the
private sector. Our respondents themselves are primarily focused on increasing investment in cyber-security-related technical
measures (44%), improving training and education of employees (37%) and designating a person or team to be in charge of cybersecurity across the organisation (31%).
Yet corporate action alone is not sufficient to stop the threat. Four in ten respondents say their country provides a high level
of protection against nation-state cyber-attacks directed towards private organisations and a slightly higher number (46%)
report leveraging discussions with or intelligence provided by governments to stay abreast of developments in the nation-state
cyber-threat landscape. Specialised government-supported entities, known as Computer Emergency Response Teams (CERTs) or
Computer Security Incident Response Teams (CSIRTs), founded to support one or more industries, often provide threat insights to
member organisations. The European Union Agency for Cybersecurity, for example, maintains a list of more than 500 such entities
across the region that share information and co-operate in the face of an attack.10
Official efforts to support organisations remain incomplete, however, as almost six in ten executives say their country only offers a medium
or low level of protection. To reduce nation-state attacks on private organisations, respondents point to the need for stronger cyber-crime
legislation at the national level as the top broad initiative they would like to see, and regulations to strengthen the overall ecosystem
resilience against nation-state threats as their top desired specific government action. Ms Schaake sums up the sentiment: “We need
democratic governments to step up regulation. I would not consider that heavy-handed; I think it’s more a matter of catching up.”

Greater co-operation as the holy grail and biggest challenge
The international arena also lacks sufficient political will to tackle cyber-security generally and nation-state attacks
specifically. Although there are several international frameworks and norms-based initiatives,11,12 they cover only a limited
set of countries and have no enforcement mechanism. “International co-operation is becoming increasingly difficult as
political systems differ and technological competition between countries intensifies,” says Ms Schaake. “It’s difficult to
arrest individuals when it comes to nation-state attacks,” adds Mr Carmakal. “Many of the operators are protected by their
host nations and do not travel to countries with extradition laws with the United States.”
This is a problem that the private sector would surely like to see ameliorated; almost one-half of survey respondents see more
international economic co-operation as the top geopolitical change that could most reduce nation-state cyber-attacks on private
organisations, followed closely by more international political co-operation. These two approaches could represent promising
avenues for building consensus around international agreements while creating mandatory norms, if even at a basic level.
10

CSIRTs Network website.

11

“Details of Treaty No.185”, Council of Europe Treaty Office website.

12

Paris Call for Trust and Security in Cyberspace website.
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04.

Conclusion: A call to action
in a new cyber-landscape
It has become clear that nation-state cyber-threats and their attendant breaches are unavoidable. Instead of trying to
protect everything, many organisations have in recent years defaulted to a risk-management mindset of trying to protect
the most important data and information in the company rather than trying in vain to protect everything.13 Moreover, an
ad-hoc, company-by-company approach leaves many gaps.
There is a need for actions that can both strengthen defences and reduce the incentives for nation-state attacks,
starting with greater political will and partnerships between both the private sector and governments and between
countries. Many countries have tried public-private partnership (PPP) models to resolve the challenge, but to little avail.
“The asymmetry of power between the private and public sectors is a problem,” says Ms Schaake, who points out that
businesses provide most of the infrastructure and hold most of the data on which governments rely. “I don’t think that
corporations have the same incentives as, for example, public officials, to share information and ensure accountability.”
Yet government action—or the lack thereof—is also to blame. The CSC has not given up hope: it is encouraging the US
government to work more closely with the private sector to defend national infrastructure and help build PPPs, according
to Mr Montgomery. “I think we’re much further along [compared with past efforts]. Because there’s been so much criminal
behaviour and so much recognition of inappropriate nation-state behaviour, corporations are starting to understand the need
for greater collaboration.” Whether this sense of urgency can be extended to the international arena—critical to ensuring
appropriate cyber-norms and behaviours across borders—remains to be seen.

The way forward: Five key steps
1.

Realise the extent of the problem. Even when alert levels appear high, prominent examples of purported nation-state attacks
show that many organisations need to realise that the threat may be larger than their current ability to defend themselves.

2.

Recognise the evolving nature of the threats. Given that recent nation-state cyber-attacks increasingly target confidential
materials and crucial information across a wider range of sectors, organisations across industries must prepare for
potential attacks on types of data they would not have previously expected.

3.

Identify potential pain points within the organisation. The covid-19 pandemic illustrates the ability of malign,
sophisticated and foreign actors to exploit gaps. These weaknesses should be clearly identified and addressed, even
though the most sophisticated attackers will find a way in if they work hard enough.

4.

Create partnerships for the future. Political and business leaders need to co-operate more proactively to craft both
domestic and international agreements on cyberspace norms.

5.

Encourage governments to do more. Companies can work with governments to increase transparency around nation-state
threats, raise awareness of the issue and build capacity to deal with it.

13

“Locking down the value of data”, Grant Thornton, 2017.
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Appendix: Survey results
All figures represent % of respondents.
Figures may not add up to 100% in some cases due to rounding or because more than one option could be selected.

Q3. Which of the following best describes your title?

Q1. In which country are you personally located?
Australia

10.1

Canada

14.7

China

10.1

France

10.3

Germany

9.9

India

10.3

Japan

9.9

United Kingdom

9.9

United States of America

14.7

Q2. What is your organisation’s annual global revenue in US dollars?
49.8

$500m to less than $1bn
$1bn to less than $5bn
$5bn or more

CEO/President or equivalent
1.5
CFO/Head of finance or equivalent
1.5
COO/Head of operations or equivalent
0.2
CIO/CTO/Head of IT/technology or equivalent
5.7
CISO/Head of information security or equivalent
1.9
CRO/Head of risk or equivalent
1.3
CSO/Head of strategy or equivalent
1.3
MD/EVP/SVP
27.1
VP/Director

59.4

37.6
12.6

Q4. Which of the following best describes
your main functional role?
Finance

9.5

Management

9.7
Cyber-security, InfoSec & IT/tech
Operations

50.6

11.1
Risk management
9.5
Strategy/business development
9.5
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Q6. How concerned is your organisation about
falling victim to a nation-state cyber-attack?

Q5. What is your organisation’s primary industry?
Aerospace and defence
1.7
Agriculture and agribusiness
2.1
Automotive
Chemicals

Very concerned

4.0

A bit concerned

3.1
Construction and real estate

Not at all concerned
2.1

6.3

Consumer goods

17.4

Q7. How much more or less concerned is your
organisation about falling victim to a nation-state
cyber-attack today compared with five years ago?

4.6
Energy, utilities and natural resources
5.0
Entertainment, media and publishing

Much more concerned

6.3
Financial services (incl banking, insurance and investments)
6.1
Government/public sector
2.5
Healthcare
5.9
Life sciences/pharmaceuticals/ biotechnology
5.7
Manufacturing
6.1
Not-for-profit
1.1

12.4
Somewhat less concerned
6.3
Much less concerned
1.9

Q8. In your opinion, to what extent has the covid-19
pandemic increased or decreased the likelihood of
a nation-state cyber-attack on your organisation?
Increased significantly
9.5

5.0

Transportation, logistics and distribution
4.4
Travel and tourism
0.8

39.5

About the same

7.4

Technology/IT

39.9

Somewhat more concerned

5.5

Retail

Telecommunications

33.4

6.9

Education

Professional services

47.1

Somewhat concerned

Increased somewhat
Neither increased nor decreased
15.3
Decreased somewhat
5.3
Decreased significantly
1.5
Not sure
0.4

29.0
48.5
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Q11. Through which of the following types of infrastructure do
you think a nation-state cyber-attack would most likely
enter your corporate network over the next five years?

Q9. To what extent is your organisation prepared
to deal with a nation-state cyber-attack?
Completely prepared

Cloud environment

23.3

Very prepared
Somewhat prepared
Not very prepared
3.8
Not at all prepared
1.0

45.0

Mobile phones

46.6

27.1

Q12. What are the most concerning potential consequences
of a nation-state cyber-attack on your organisation?

Q10. What steps has your organisation taken to prepare
for a potential nation-state cyber-attack?

Leak of confidential material(s)

Increasing investment on cyber-security-related technical measures

Designating a person or team to be in charge
of cyber-security across the organisation

47.3

Hardware infrastructure (eg, servers)

26.9

Improving training and education of employees

60.7

Employee computers/laptops

37.4

31.3
Establishing or enhancing corporate policies
regarding nation-state cyber-attacks
25.8
Increasing investment on risk management or legal advice
25.8
Establishing or enhancing corporate processes regarding compliance
with national cyber-security regulations or policies
25.6
Committing to a set of standards (as issued from an
international organisation, industry body, etc)
23.7
Designating a person or team to be in charge of
addressing nation-state cyber-attacks specifically
21.0
Engaging in international discussions on stability of cyberspace
19.7
Regular information exchange with the government
19.5
Other
0.2
None of the above
0.2

44.1

Loss of crucial information

44.3
37.2

Financial loss

31.1
Reputational loss for the organisation as a whole
24.8
Loss of business continuity
20.6
Personal liability for my organisation’s senior leadership
15.5
Loss of competitive advantage
15.5
Other
0.2
Not sure
0.2
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Q13. How do you personally stay abreast of developments
in the nation-state cyber-threat landscape?

Q14b. What do you think will be the most common form of nation-state
cyber-attack facing your organisation five years from now?

Conferences and events on cyber-security

56.5

Internal discussions within my organisation

Informal discussions with industry peers

Denial of service (DoS) and distributed denial of service (DDoS)
30.3
Malware
29.0
Phishing and spear phishing
26.3
SQL injection
25.6
Man-in-the-middle (MitM)
19.5
Not sure
4.2

52.3

Discussions with/intelligence provided by government

45.8

40.6

Briefings/material from outside consultants

40.5
Direct personal experience dealing with nation-state cyber-attacks
35.9
Mainstream news
35.1
Social media
32.6
Other
0.2
Not sure
0.2

Phishing and spear phishing
Ransomware

Protect customer data
Enhance our ability to prevent, detect and
respond to potential cyber-threats
Establish a strong cyber-security culture

47.9
34.9

29.6
Denial of service (DoS) and distributed denial of service (DDoS)
25.2
SQL injection
20.6
Man-in-the-middle (MitM)
16.8
Not sure
0.4

36.1

Q15. What are the main objectives of your
organisation’s overall cyber-security strategy?

Q14a. What is the most common form of nation-state
cyber-attack facing your organisation today?
Malware

Ransomware

47.1
35.3

32.1
Enhance our corporate brand image by being “cyber-secure”
27.7
Meet customer concerns and expectations
24.8
Compliance with external authorities
19.8
Compliance with internal company policy
19.3
Limit potential direct material impact
(eg, via cyber-theft of corporate IP)
19.3
Limit potential penalties for data breaches
16.4
Attract top talent to work in our organisation
12.0
Support the national cyber-security strategy in my country
10.7
Protect against nation-state cyber-attacks
7.4
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Q16a. Who is primarily responsible for setting your
organisation’s overall cyber-security strategy?
Board of directors

Q16b. Who primarily manages your organisation’s
cyber-security strategy on a day-to-day basis?
Board of directors
0.0
CEO
3.1
CIO/CTO or equivalent
12.2
CISO or equivalent
4.4
Legal department
8.2
IT department

21.4

CEO

24.4

CIO/CTO or equivalent
CISO or equivalent

24.2
9.0

Legal department
3.8
IT department

7.6
Risk-management department
9.5

47.7

Risk-management department

24.4

Q17. From
From your
your perspective,
perspective, how
how does
does your
your company
company compare
compare to
to its
its closest
closest competitors
competitors in
in the
the following
following areas?
areas?
Q17.
Much
Much stronger
stronger
Somewhat
weaker
Somewhat weaker

Somewhat
Somewhat stronger
stronger
Much
weaker
Much weaker

Neither stronger
stronger nor
nor weaker
weaker
Neither
Not sure
sure
Not

Senior
Senior management
management awareness
awareness of
of nation-state
nation-state cyber-threats
cyber-threats
30
30

47
47

Compliance
Compliance with
with domestic
domestic cyber-security
cyber-security regulations
regulations
30
30

48
48

Ability
Ability to
to deal
deal with
with cyber-threats
cyber-threats broadly
broadly
33
33

16
16

45
45

44 22 11

17
17

44 11

16
16

44 11

Ability
Ability to
to defend
defend against
against nation-state
nation-state cyber-attacks
cyber-attacks
31
31

46
46

18
18

33 22 11

Ability
Ability to
to mitigate
mitigate potential
potential effects
effects of
of nation-state
nation-state cyber-attacks
cyber-attacks
32
32

43
43

19
19

44 11
11

Overall
Overall profitability
profitability

29
29

Overall
Overall revenue
revenue growth
growth
31
31

45
45

19
19
44
44

18
18

55 22 11
44 22
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Q18a. Which of the following actors present the
gravest cyber-threat to your industry today?

Q19. In your opinion, which sectors are most
vulnerable to a nation-state cyber-attack?
Information technology

Individual hackers seeking financial gain

22.1

Organised cyber-crime groups

21.8

Hacktivists (a person or group who hacks
in order to pursue a political or social aim)
Nation-state actors
Insiders within one’s organisation
Corporate entities

21.4

12.0

43.7

Financial services

41.2

Government

35.1

Defence

28.1

Communications

25.6

11.5

Healthcare

11.3

Energy, including nuclear
Manufacturing
Emergency services

Organised cyber-crime groups

Education

17.7
Hacktivists (a person or group who hacks in
order to pursue a political or social aim)
15.6
Individual hackers seeking financial gain
14.5
Corporate entities
12.0
Insiders within one’s organisation
9.2
Not sure
1.1

29.8

19.8

13.0

Q18b. Which of the following actors do you think will present the
gravest cyber-threat to your industry five years from now?

Nation-state actors

20.0

12.0

8.4

Food and agriculture
7.8
Transportation
7.8
Water
3.6

Q20. Which of the following emerging technologies do
you think would be best deployed to counter
nation-state cyber-attacks over the next five years?
Artificial intelligence (including machine learning)
48.9

Cloud computing

47.5

Big-data analytics

38.9

Quantum computing
Data centres

25.6
22.9
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Q23. Which broad initiatives at the global level could most likely
reduce nation-state cyber-attacks on private organisations?

Q21. To what extent do you believe your country’s cyber-security
strategy provides protection against nation-state
cyber-attacks directed toward private organisations?

Stronger cyber-crime legislation at the national level

High level of protection
40.8

Medium level of protection

51.0

Low level of protection
7.1
No protection at all
0.2
Not sure
1.0

33.4

Stronger co-operation between the public
and private sectors in cyber-security
Stronger co-operation between non-governmental
(private-sector, non-profit, etc) actors in cyber-security
International co-operation to reduce vulnerabilities
to nation-state cyber-attacks

Q22. What specific government actions at the national
level could most likely reduce nation-state
cyber-attacks on private organisations?

More public investment in education and
training of cyber-security experts

Enacting regulations to strengthen overall ecosystem
resilience against nation-state threats
30.9

Joining international agreements
on nation-state threats

30.2

Providing direct technical support to private
organisations on an ongoing basis

28.2

Providing/enhancing channels for private organisations
to give input on national cyber-security strategies
Providing assistance to private organisations
during incident response
Encouraging the private sector
to “hack back” if attacked
19.3

27.7
26.1

24.6

29.6
29.0

27.3

More economic penalties for nation-state
actors that perpetrate cyber-attacks

Sharing intelligence about nation-state
threats with private organisations

35.3

Stronger international agreements on cyber-security

22.9

22.1
More public investment in emerging
technologies that could potentially curtail
nation-state threats (eg, artificial intelligence)
20.6
Widespread public education campaigns
about nation-state cyber-threats
19.8
More military penalties for nation-state
actors that perpetrate cyber-attacks
18.3

Q24. What changes in the overall geopolitical landscape could most
likely reduce nation-state cyber-attacks on private organisations?
More international economic co-operation
46.8

More international political co-operation
More support for multilateral organisations
(the UN, World Bank, etc)
More international military co-operation
25.6
More traditional arms-control agreements
21.6

43.7
41.4
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Q25. To
To what
what extent
extent do
do you
you agree
agree or
or disagree
disagree with
with the
the following
following statements?
statements?
Q25.
Strongly
Strongly agree
agree
Somewhat
disagree
Somewhat disagree

Somewhat
Somewhat agree
agree
Strongly
disagree
Strongly disagree

Neither agree
agree nor
nor disagree
disagree
Neither
Not sure
sure
Not

My
My own
own understanding
understanding of
of nation-state
nation-state cyber-attacks
cyber-attacks has
has improved
improved in
in the
the last
last five
five years
years
44
44

44
44

Cyber-security
Cyber-security concerns
concerns are
are becoming
becoming increasingly
increasingly global
global in
in scope
scope
46
46

10
10
45
45

66

Corporate
Corporate efforts
efforts to
to combat
combat cyber-attacks
cyber-attacks should
should focus
focus more
more on
on nation-state
nation-state actors
actors
32
51
32
51
Nation-state
Nation-state cyber-attacks
cyber-attacks are
are aa form
form of
of international
international warfare
warfare
41
41
Nation-state
Nation-state cyber-attacks
cyber-attacks are
are advancing
advancing faster
faster than
than defences
defences
36
36

42
42
45
45

14
14

22
33 11

14
14

33

13
13

22 11 11
11
33 11
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