
Multistakeholder Manifesto  

Prioritizing Human-Centric Equities 

within the Proposed UN Cybercrime 

Treaty  

The cyber threat landscape is in a period of rapid change, as a rise in the frequency, 

sophistication, and intensity of attacks threaten our collective security. Cybercrime poses  

new risks to human security, dignity, and equity. No single actor can adequately counter  

them on their own. A multistakeholder approach is vital to addressing the transnational  

challenges of malicious use of information and communication technologies (ICT) and to  

protecting and empowering its users.   

We are closely following the negotiation process of the new cybercrime convention, as  

established by United Nations General Assembly resolution 74/247. Given the existing  

international and regional instruments to combat cybercrime, we urge the international  

community to avoid duplication of efforts and focus on efforts to strengthen the 

implementation  and enforcement of established frameworks.  

Nevertheless, recognizing the majority vote in the United Nations, we lay out a set of 

principles  that we believe the participants to the process should follow to underpin rights 

and liberties  that are needed to achieve a free, open, secure and peaceful cyberspace, and 

strengthen the  respect for rule of law in cyberspace.  

Protect Victims  

The main purpose of new international law against cybercrime should be to protect targets  

and victims of cybercrime, offer effective remedies and an adequate set of human rights  

safeguards. Governments around the world have long abused cybercrime measures and  

used cybercrime legislation to expand state control and criminalize the publication and  

dissemination of unwelcome content, to impose mass surveillance and curb privacy in the  

name of fighting terrorism. A new treaty needs to ensure that human security, equity and  

dignity are protected, in line with state obligations towards their citizens. To protect the 

victims  of cybercrime, any future legal instrument should ensure that definitions qualifying 

behavior  as criminal are constructed with an adaptable, yet narrow scope to prevent 

criminalization of  behavior that constitutes the exercise of fundamental freedoms and 

human rights.  

Effectively Combat Cybercrime By Enforcing International Cooperation  

The primary purpose of any new UN cybercrime convention should be to combat cybercrime  

while prioritizing human-centric equities. Effectively applying existing solutions to enforce  

https://undocs.org/en/A/RES/74/247


international cooperation between the judiciary and law enforcement under transparent  

oversight and respecting human rights should be the cornerstone of the new treaty. The  

treaty should recognize that investigating and prosecuting cybercrime necessitates 

increased  cross-sector and international collaboration, as well as harmonization of 

frameworks.  

Maintain Existing International Legal Obligations  

A new cybercrime treaty cannot become an avenue for states to reduce their existing  

obligations under international law, especially international human rights law. In that  spirit, 

a new treaty must add to or streamline, rather than replace, existing international  legal 

obligations upon states. Any new treaty should reinforce existing international legal  

obligations and be based on a clarification of the positive impact of these treaty obligations.  

Focus On Accountability Mechanisms  

Any new convention should focus on evidence-led accountability, allowing those affected  by 

cybercrime to seek redress and remedy. States need to reduce the operating space for  

criminals, not only by implementing agreed upon international legal frameworks, working  

with each other on prosecution, but by incentivizing public-private partnerships to fight  

cybercrime. The impact of cybercrime on society as a whole should be considered, when  

holding those responsible for harm accountable.   

Timeproof Any Treaty  

Acknowledging that cybercrime is rapidly evolving, and definitions might need to follow suit,  

the scope of any convention must be clearly defined in a technology-agnostic way.  

Preserve An Open Internet  

Increasing number of countries are pursuing the objective of splintering the Internet into  

various national spheres of influence and control. Any new cybercrime convention must not  

provide justification or pretext for non-democratic regimes to further endanger the open  

internet by closing off their digital borders to the rest of the world in the name of preventing  

cybercrime. To ensure an open Internet the new treaty should ensure it sets up for adjusting  

jurisdictional rules to account for the reality of globalized internet and free flow of 

information.  

ESTABLISHING THE RIGHT PROCESSES  

Pursue a systematic multistakeholder approach  

At all points in the process, there should be meaningful multistakeholder consultation and  

involvement. The equities of civil society, industry, academics, researchers, technical 

experts,  and scientific and research institutions must be included and considered. To strike 

the right  balance in these negotiations, experts in cybersecurity, Internet governance, 



international  law, and human rights, among other subjects, should be at the table.  

Promote transparency  

Negotiations over the proposed treaty should be as transparent as possible. Organizations,  

individuals, and states whose equities and rights may be affected by the negotiations  should 

have the opportunity to respond and to be heard. The schedule of and participants  in 

negotiation sessions should, for example, be made available to the public, as should any  

draft texts.   

Clarify the scope  

An overly broad definition of cybercrime has the potential to criminalize an expansive set of  

activities that goes far beyond actual cybercrime. Negotiators should be careful to clarify the  

scope of the relevant crimes they seek to punish to ensure that this treaty cannot be used to  

justify crackdowns against political opposition, human rights defenders, or civil society.   

Adopt a consensus-driven approach  

Any new cybercrime treaty should be the product of a consensus-driven approach. The treaty  

should feature provisions agreed upon by a diverse range of countries and regions and based  

on extensive consultations from relevant experts and stakeholder groups.   

For the most recent list of signatories, please visit the CyberPeace Institute or the 

Cybersecurity Tech Accord website. For additional information, contact 

info@cyberpeaceinstitute.org or info@cybertechaccord.org. 
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