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2021 marks the third anniversary of the Paris Call
for Trust and Security in Cyberspace. The initiative,
launched by French President Emmanuel Macron
in November 2018, unites governments, indus-
try, civil society, and academia on a shared path
towards greater stability in cyberspace. The Paris
Call’s nine principles — from protecting individuals
and infrastructure, to preventing the proliferation
of malicious software — reflect responsibilities for
all actors in the digital space that are committed
to defending it against evolving cyber threats. To
date, the Paris Call has attracted over 1,200 sup-
porters, including over 75 national governments,
demonstrating a growing recognition by the inter-
national community of the need to work together,
across stakeholder groups, to protect cyberspace.

What sets the Paris Call apart from other agree-
ments, in addition to its multistakeholder struc-
ture, is its ability to enable its growing communi-
ty of supporters to engage with one another and
work together to advance toward shared goals. In
that spirit, in November 2020, the French Minis-
try for Europe and Foreign Affairs announced the
creation of six working groups to advance inter-
national norms and to cooperate on concrete ini-
tiatives building on the Paris Call’s principles. The
six Paris Call working groups were tasked with
1) growing the community, 2) engaging emerg-
ing countries, 3) supporting the continuation of
UN negotiations with a strong multistakeholder
approach, 4) advancing international norms, 5)
building a stability index, and 6) offering concrete
tools to supporters.

For the past year, the Cybersecurity Tech Accord,
a coalition of over 150 technology companies
from around the world committed to peace and
stability in cyberspace, has been chairing Working
Group 3 (WG3) on “Advancing the UN negotia-
tions with a strong multistakeholder approach.”
As a longtime supporter of the Paris Call, we were
honored to have this opportunity to help further

unite the multistakeholder community in discus-
sion around this important issue and to advance
the work of the Paris Call overall. The online world
increasingly intersects with all aspects of our lives,
and it is important that all relevant stakeholders
— from human rights organizations to those who
operate the infrastructure of the internet — have
the opportunity contribute to discussions on ex-
pectations and rules of the road in cyberspace. In-
deed, only a multistakeholder approach, focused
on improving global prosperity and security, can
help us achieve an open, secure, stable, accessi-
ble and peaceful online world.

This study is the result of six months of engage-
ment and discussions within WG3. It makes the
case for enhanced collaboration across stakehold-
er groups and provides a set of recommendations
on the ways to ensure greater inclusivity in the
UN dialogues on cybersecurity. The study is ad-
dressed to policymakers and diplomats that will
design the next generation of cyber diplomacy at
the UN. This work would not have been possible
without the input of the many entities that have
participated in WG3, including the Global Forum
on Cyber Expertise, the Global Commission on
the Stability of Cyberspace, Global Partners Digi-
tal, the CyberPeace Institute, and ICT4Peace, each
of which chaired one of our workshops; as well as
companies such as Capgemini, DXC Technology,
Microsoft and NEC; and states including France,
Australia, and Canada, to name just a few. Above
all, this work would not have happened without
the impetus and leadership of the French Ministry
for Europe and Foreign Affairs, which has made
advancing cybersecurity in an inclusive manner a
top priority. We hope the findings of this working
group will help guide the efforts of policymakers
in designing the next generation of cybersecurity
dialogues and generate further discussion around
how we can work together to advance peace and
security in cyberspace.
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Glossary

This section provides common definitions of the key terms and concepts
mentioned throughout this study:

cyberspace: the digital space made of network infrastructure (such as servers and cables), devices (like com-
puters and smartphones), software (both human-machine and machine-to-machine interfaces) and data car-
ried over the network."

cyberconflict: actions taken by parties to a conflict to gain advantage over their adversaries in cyberspace
by using various technological tools and techniques, that can include damaging, destroying, disabling, or
usurping an adversary’s computer systems (‘cyberattack’) or by obtaining information that the adversary
would prefer to keep secret (‘cyber espionage’ or ‘cyber exploitation’).?

cyber diplomacy: the use of diplomatic tools and initiatives to pursue a state’s national interest in cyberspace,
such as establishing and fostering dialogue between state and non-state actors, developing global norms
and standards of appropriate behavior in cyberspace, and pursuing policies to reduce cyber-related threats
and prevent conflicts.?

multistakeholderism: a form of global governance that brings together all relevant stakeholders in discussion
when addressing policy challenges or goals. Such stakeholders might include governments, international
institutions, industry, civil society, academia, technical experts, and others. Multistakeholderism is seen as
a departure from a traditional form of multilateralism, where nation states exclusively participate in interna-
tional policy debates in dialogue with other nation states. Multistakeholderism can also be understood as
a way to enhance or better inform multilateral processes by ensuring that other relevant entities can inform
dialogues among states based on their expertise and perspectives in particular subject areas.*

norms for responsible state behavior in cyberspace: 11 voluntary, non-binding norms for the responsible behavior
of states in cyberspace aimed at promoting an open, secure, stable, accessible and peaceful information
and communications technology (ICT) environment. The norms were first agreed upon by the UN General
Assembly’s First Committee Group of Governmental Experts (UN GGE) on information security in 2015, and
endorsed by all countries in UN General Assembly Resolution 70/237 as part of the UN Framework of Re-
sponsible State Behaviour in Cyberspace.®

Paris Call for Trust and Security in Cyberspace: a non-binding declaration launched in 2018 during the Internet
Governance Forum held at United Nations Educational, Scientific and Cultural Organization (UNESCO) and
the Paris Peace Forum. The agreement calls for states, the private sector, and organizations in civil society to

"Paris Call for Trust and Security in Cyberspace, “Paris Call for Trust and Security in Cyberspace — Paris Call” (pariscall.international) https://pariscall.
international/en/.

2Herbert Lin, “Cyber Conflict and International Humanitarian Law” (2012) 94 International Review of the Red Cross 515 https://e-brief.icrc.org/wp-con-
tent/uploads/2016/09/29.-Cyber-conflict-and-international-humanitarian-law.pdf.

3Mark Bryan F. Manantan, “Defining Cyber Diplomacy” (Australian Institute of International Affairs - May 19, 2021) https://www.internationalaffairs.org.
au/australianoutlook/defining-cyber-diplomacy/.

4Digi‘[al Peace Now, "Multistakeholderism: What Is It and Why Does It Matter to International Peace and Stability Online?” (Digital Peace - July 17,
2020) https://digitalpeacenow.org/multistakeholderism-what-is-it-and-why-does-it-matter-to-international-peace-and-stability-online/#:~ :text=Mul-
tistakeholderism%20Defined.

SSheetal Kumar, Deborah Brown and Anriette Esterhuysen, “Unpacking the GGE's Framework on Responsible State Behaviour: Cyber Norms” https://
www.gp-digital.org/wp-content/uploads/2019/12/unpacking_gge_cyber-norms.pdf.

GLOSSARY


https://pariscall.international/en/
https://pariscall.international/en/
https://e-brief.icrc.org/wp-content/uploads/2016/09/29.-Cyber-conflict-and-international-humanitarian-law.pdf
https://e-brief.icrc.org/wp-content/uploads/2016/09/29.-Cyber-conflict-and-international-humanitarian-law.pdf
https://www.internationalaffairs.org.au/australianoutlook/defining-cyber-diplomacy/.
https://www.internationalaffairs.org.au/australianoutlook/defining-cyber-diplomacy/.
https://digitalpeacenow.org/multistakeholderism-what-is-it-and-why-does-it-matter-to-international-peace-and-stability-online/#:~:text=Multistakeholderism%20Defined
https://digitalpeacenow.org/multistakeholderism-what-is-it-and-why-does-it-matter-to-international-peace-and-stability-online/#:~:text=Multistakeholderism%20Defined
https://www.gp-digital.org/wp-content/uploads/2019/12/unpacking_gge_cyber-norms.pdf
https://www.gp-digital.org/wp-content/uploads/2019/12/unpacking_gge_cyber-norms.pdf

work together to promote peace and security in cyberspace, fight disinformation and address new threats
that put citizens and infrastructure in danger. The Paris Call is based around a set of nine principles to secure
cyberspace. It has been endorsed by 79 states, 35 public authorities and local governments, 391 organi-
zations and members of civil society, as well as 706 companies and private sector entities as of November
2021.°

UN First Committee: one of the six committees of the United Nations General Assembly, the First Committee
deals with disarmament, global challenges, and threats to peace that affect the international community
and seeks out solutions to the challenges in the international security regime. It considers all disarmament
and international security matters within the scope of the United Nations Charter or relating to the powers
and functions of any other organ of the United Nations; the general principles of cooperation in the main-
tenance of international peace and security, as well as principles governing disarmament and the regulation
of armaments; and promotion of cooperative arrangements and measures aimed at strengthening stability
through lower levels of armaments.’

UN GGE: United Nations Group of Governmental Experts; a type of UN process that has been the primary ave-
nue for dialogue between states about the international legal regulation of cyberspace and expectations for
responsible behavior. Six successive GGEs on information and communications technology in the context of
international security, each established by a resolution of the United Nations General Assembly, have taken
place from 2004 to 2021, and their reports have consolidated a “framework for responsible state behavior
in cyberspace” representing the current basis of the normative framework applicable to states’ use of ICTs.
The GGEs have always been open to a limited number of states, initially 15 rising to 25 as of 2019.8

UN OEWG: United Nations Open-Ended Working Group; a type of process present in the UN typically consid-
ered the most open, as the name suggests, allowing all UN member and observer states, intergovernmental
organizations, and non-governmental organizations with the UN Economic and Social Council (ECOSOC)
consultative status and some others to attend public meetings of the Working Group. In 2018, the UN
OEWG on Developments in the Field of ICTs in the context of International Security was established in par-
allel with the UN GGE by the Russian Federation. Starting its work in June 2019, the UN OEWG gathered
close to 100 member states who worked on continuing to develop the rules, norms and principles of respon-
sible state behavior, discuss implementation and ways to establish institutional dialogue on cybersecurity.
The work of the UN OEWG concluded in March 2021 with the publication of its final report. In December
2020, the OEWG was renewed for 2021-2025.7

PoA: the Programme of Action on advancing responsible State behaviour in cyberspace; a proposal support-
ed by over 50 states to establish a permanent, inclusive, consensus-based and action-oriented international
instrument to advance responsible behavior in the use of ICTs in the context of international security. To that
end, the PoA proposal aims at supporting states’ capacities to implement agreed upon commitments, fos-
tering exchanges of good practices and promoting constructive dialogue and engagement with non-gov-
ernmental stakeholders.™

%Paris Call for Trust and Security in Cyberspace, "Paris Call for Trust and Security in Cyberspace — Paris Call” (pariscall.international) https://pariscall.
international/en/.

’United Nations, “UN General Assembly - First Committee - Disarmament and International Security” (Un.org2020) https://www.un.org/en/ga/first/.

8Anders Henriksen, “The End of the Road for the UN GGE Process: The Future Regulation of Cyberspace” (2019) 5 Journal of Cybersecurity. https://
academic.oup.com/cybersecurity/article/5/1/tyy009/5298865.

9Anrijana Gavrilovic, “A New Landmark in Global Cybersecurity Negotiations: UN Cyber OEWG in Numbers” (DiploMarch 18, 2021) https://www.
diplomacy.edu/blog/new-landmark-global-cybersecurity-negotiations-un-cyber-oewg-numbers.

10France, Egypt, Argentina, Colombia, Ecuador, Gabon, Georgia, Japan, Morocco, Norway, Salvador, Singapore, the Republic of Korea, the Republic
of Moldova, The Republic of North Macedonia, the United Kingdom, the EU and its member States, “The Future of Discussions
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1. Introduction

Rising tensions in cyberspace, where cyberattacks
by both cybercriminals and state actors have been
increasing in frequency and sophistication for over
a decade, have driven cybersecurity to become
a matter of grave concern for the international
community across all stakeholder groups. Sophis-
ticated cyberattacks impacting businesses, critical
infrastructure, and key societal services have be-
come a regular occurrence, and finding solutions
to address these threats has risen to the top of
the global political agenda. Since its inception in
2018, the Paris Call for Trust and Security in Cy-
berspace' has provided a platform for engage-
ment and dialogue on advancing the security and
stability of cyberspace, creating an unprecedent-
ed forum for multistakeholder dialogue on this is-
sue. Over 1,200 entities, including governments,
businesses, and international civil society organi-
zations, have now endorsed the Paris Call's nine
principles, which emphasize protecting individu-
als, organizations, and infrastructure from attacks,
as well as preventing the proliferation of malicious
software. For some time now, escalating cyberat-
tacks have demonstrated the need for a more in-
clusive and holistic approach to peace and securi-

ty online, one that promotes responsible behavior
alongside capacity building, and which leverages
expertise from across stakeholder groups to find
solutions.

In 2021, the Paris Call engaged its supporters by
establishing six Working Groups “to strengthen
the Paris Call community and to implement tangi-
bly the principles structuring it.”"'? This study was
developed in the context of Paris Call Working
Group 3 (WG3), which has been tasked with “Ad-
vancing the UN negotiations with a Strong Mul-
tistakeholder Approach.” Over the past 20 years,
United Nations (UN) discussions on cybersecurity
have taken place within the UN First Committee
that is responsible for disarmament, nonprolifer-
ation, arms control, and international security is-
sues, and with limited involvement from non-gov-
ernmental stakeholders. This has raised questions
regarding the sustainability and efficacy of such an
approach in a domain as complex as cyberspace,
where overlapping roles and responsibilities are
shared across stakeholder groups, especially when
it comes to cybersecurity.

On ICTs and Cyberspace at the UN" (2020) <https://front.un-arm.org/wp-content/uploads/2020/10/joint-contribution-poa-future-of-cyber-discus-

sions-at-un-10-08-2020.pdf>.

"Paris Call for Trust and Security in Cyberspace, “Paris Call for Trust and Security in Cyberspace — Paris Call” (pariscall.international) https://pariscall.

international/en/.

12Ministere de I'Europe et des Affaires étrangeéres, "Cybersecurity: Paris Call of 12 November 2018 for Trust and Security in Cyberspace” (France
Diplomacy - Ministry for Europe and Foreign Affairs) https://www.diplomatie.gouv.fr/en/french-foreign-policy/digital-diplomacy/france-and-cyber-se-
curity/article/cybersecurity-paris-call-of-12-november-2018-for-trust-and-security-in.
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The multistakeholder model has always been cen-
tral to internet governance outside the security
space. Moreover, multistakeholderism, defined
as a form of global governance bringing together
relevant stakeholders in policy discussions, is not
a foreign concept in the context of the UN dia-
logues. The issue of multistakeholder participa-
tion in discussions pertaining to the global politi-
cal agenda has been debated since the inception
of the UN as an organization. In fact, examples
of UN discussions that have gradually opened-up
to non-governmental stakeholder participation
abound, and while the matters of the UN First
Committee’s compet ence have often been more
exclusive to states, there have been successful ef-
forts to involve relevant organizations in debates
around international security issues.” The 2021
report by the UN Secretary-General, “Our Com-
mon Agenda,” is a testament to reinvigorated
attention to multistakeholderism at the UN. The
report stresses the importance of ensuring stron-
ger involvement from all relevant stakeholders
to identify and agree on the global commons or
public goods that may require renewed commit-
ments from the international community as well as
policy reform.™

Chaired throughout 2021 by the Cybersecurity
Tech Accord,™ a coalition of over 150 technology
companies committed to advancing the stability
of cyberspace, WG3 has facilitated an inclusive
and far-reaching discussion within the Paris Call
community on how to support multistakeholder
participation in future cybersecurity dialogues at
the UN. Following a kick-off meeting in March
2021, WG3 held three thematically organized
workshops between May and September in which
over 80 participants, including representatives
from governments, academia, industry and civil
society organizations from around the world, dis-

cussed the importance of making UN cybersecu-
rity dialogues more inclusive and proposed con-
crete approaches for doing so.

O The first workshop,™ held in May and titled
"Examples of multistakeholder governance
and applicability to the discussions on cyber,”
reflected on the lessons learned from previ-
ous multistakeholder initiatives at the UN and
beyond, including one that led to the devel-
opment of the International Code of Conduct
for Private Security Service Providers (ICoC).
Participants also discussed the challenges im-
peding progress toward making the UN cyber-
security negotiations more inclusive and solu-
tions oriented.

() The second workshop,"” held in June, was
organized as part of the 10th edition of the
RightsCon conference, the world’s leading
summit on human rights in the digital age. Ti-
tled “Playing by the Rules: Working together
to rein in nation-state cyberattacks,” the event
featured a panel of experts who examined the
evolving threats posed by state-sponsored cy-
berattacks on businesses and society, as well
as the government’s role in addressing this
pressing issue, including by implementing in-
ternational norms and facilitating greater dia-
logue within the multistakeholder community.

() The third workshop, held in September and
titted “The proposal for a Programme of Ac-
tion and the way forward for multistakehold-
er dialogue on cyber,” offered participants an
opportunity to hear from Henri Verdier, French
Ambassador for Digital Affairs, about a propos-
al supported by over 50 UN member states,
to advance more concrete and action-orient-
ed cooperation on cybersecurity at the UN

3Section 5 of this study includes further details on multistakeholder participation in the context of First Committee processes including in the context
of the United Nations Program of Action on Small Arms and Light Weapons (UN PoA SALW) and Open-Ended UN Group of Governmental Experts

on Lethal Autonomous Weapons Systems (LAWS).

United Nations, “Our Common Agenda. Report of the Secretary-General” https://www.un.org/en/content/common-agenda-report/assets/pdf/

Common_Agenda_Report_English.pdf.

15Cybersecuri‘ty Tech Accord, "About the Cybersecurity Tech Accord” (Cybersecurity Tech Accord) https://cybertechaccord.org/about/.

16Cybersecuri’cy Tech Accord, "Discussions on Cyberspace Security Need to Be More Inclusive, Says Paris Call Working Group” (Cybersecurity Tech
Accord - August 4, 2021) https://cybertechaccord.org/discussions-on-cyberspace-security-need-to-be-more-inclusive-says-paris-call-working-group/.

17Cybersecurity Tech Accord, “"Cybersecurity Tech Accord Discusses Threat Posed by State-Sponsored Cyberattacks and the Importance of Co-
operation during RightsCon 2021" (Cybersecurity Tech Accord - July 13, 2021) https://cybertechaccord.org/cybersecurity-tech-accord-discuss-
es-threat-posed-by-state-sponsored-cyberattacks-and-the-importance-of-cooperation-during-rightscon-2021/.
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and discuss a way forward, including plans to
bring this proposal to the attention of the new
OEWG later in the year.

This study seeks to capture the key takeaways
from these workshops, as well as the results of
a desk review of relevant literature and multiple
rounds of open consultation with the participants
of WG3 over six months. The study is addressed
to policymakers and diplomats that will design the
next generation of cyber diplomacy at the UN. It
considers the history of multistakeholder partic-

Additional multistakeholder efforts

ipation at the UN, explores and assesses recent
multistakeholder inclusion processes in relation
to ICT discussions, taking stock of their success-
es and shortcomings, and provides examples of
other multistakeholder processes within the UN
framework in order to analyze and assess their fea-
sibility in the context of ICT discussions. Finally,
this report draws conclusions based on this input,
identifying recommendations for meaningful mul-
tistakeholder participation in future UN discus-
sions on cybersecurity in the context of interna-
tional security.

18 Association for Progressive Communications, “Promoting stakeholder engagement at the Open-Ended Working Group on ICTs"” https://www.apc.
org/en/pubs/promoting-stakeholder-engagement-open-ended-working-group-icts.
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2. Multistakeholder Participation at
the UN: A Long Tradition

The basis for the participation of non-state actors
in the UN resides in its Charter, the foundation-
al treaty signed in 1945 by 50 of the 51 original
UN member states. Article 71 of the UN Char-
ter states that the United Nations Economic and
Social Council (ECOSOC) “may make suitable
arrangements for consultation with non-govern-
mental organizations which are concerned with
matters within its competence.” ECOSOC reso-
lution 1296, passed in 1968, defined the criteria
and rights associated with this consultative status,
stressing that these arrangements would “provide
an important means of furthering the purposes
and principles of the United Nations.” Overall, the
resolution recognized the importance of securing
expert information or advice from organizations
with special competence in certain subjects, and
of ensuring that important elements of public
opinion would be represented.’ This approach to
multistakeholder inclusion at the UN has led to
the proliferation of inclusive arrangements with in-
creasing involvement of non-governmental stake-
holders in several UN processes.

In the 1990s, the UN seemed to recognize that
existing models for multistakeholder inclusion
needed to be expanded and built upon on var-
ious issues to ensure impactful outcomes for the
world. The 1992 UN Conference on Environment
and Development (UNCED) catalyzed greater
participation of non-governmental stakeholders:
over 1,400 NGOs were welcomed into the offi-

cial intergovernmental process to help govern-
ments and international organizations work and
deliberate on sustainable development. Follow-
ing UNCED, momentum for greater multistake-
holder involvement continued to build, especially
around subsequent world conferences on other
global issues. However, as demands for accredi-
tation began to produce more and more conflicts
between NGOs and States, as well as within the
NGO community, it quickly became clear that
the rules governing ECOSOC consultative status
were poorly designed to facilitate participation in
the follow-ups to these conferences and to allow
non-governmental stakeholders to engage in a
more structured way in the context of permanent
UN organizations.?°

During the 1990s, the debate about how to reform
UN relations with business and society continued,
and there were several attempts to introduce co-
herence in the rules governing the participation
of non-governmental organizations in internation-
al conferences convened by the United Nations
and elsewhere.?’ ECOSOC Resolution 1996/31
revised the criteria for NGO accreditation to con-
sultative status.?? The resolution stressed the need
for greater transparency with “wide and timely
dissemination of information on meetings” as well
as "“provision of access and transparent, simple
and streamlined procedures for the attendance
of non-governmental organizations in United Na-
tions meetings.”

"United Nations Economic and Social Council, “ECOSOC Resolution 1296 (XLIV)" https://archive.globalpolicy.org/component/content/arti-

cle/177-un/31832.html.

20Chadwick Alger, "The Emerging Roles of NGOs in the UN System: From Article 71 to a People’s Millennium Assembly” (2002) 8 Global Gover-
nance: A Review of Multilateralism and International Organizations 93 https://www.jstor.org/stable/278003297seq=4#metadata_info_tab_contents.

2United Nations Economic and Social Council, “1993/80 Review of the Arrangements for Consultation with Non-Governmental Organizations”

http://www.un-documents.net/1993-80.htm.

22nited Nations Economic and Social Council, “1996/31 Consultative Relationship between the United Nations and Non-Governmental Organiza-
tions” https://www.un.org/ecosoc/sites/www.un.org.ecosoc/files/documents/2020/resolution-1996-31.pdf.
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The 2002 Monterrey Conference on Financing for
Development, the World Summit on Sustainable
Development in Johannesburg (2002), and the
World Summit on the Information Society in Ge-
neva and Tunis (2003, 2005) set new precedents
in the history of multistakeholder inclusion at the
UN with private sector and civil society actors
systematically included right from the start in the
shaping of international diplomacy.

Today, the UN 2030 Agenda emphasizes the im-
portance of multistakeholder partnerships for

achieving the 17 UN Sustainable Development
Goals (SDGs). In fact, SDG 17 includes a specific
target for national governments to promote multis-
takeholder collaboration between state and non-
state actors. While these models cannot be a sub-
stitute for government responsibilities in the 21st
century, they are instrumental in identifying and
implementing outcomes where successful imple-
mentation of international commitments requires
cooperation and coordination with non-govern-
mental partners.

J. Internet Governance and the Role
of Non-State Actors: Promoting

Progress

The extent of participation to welcome from in-
dustry, civil society and academia in UN dialogues
is a subject of debate in the international com-
munity. While the need to include these voices in
international diplomacy and discussions around
modern issues is widely recognized, there remains
no consensus around the modalities and influence
that these stakeholder groups should have. In re-
cent years, considerations regarding greater in-
clusivity have also been raised in the context of
the UN discussions on international ICT security.
This desire for greater inclusion is understandable
given the complex nature of cyberspace and the
division of roles and responsibilities among differ-
ent stakeholders, including states, academia, civ-
il society and the private sector which owns and
operates the majority of the global internet infra-
structure today.

Increasingly, governments have looked to the ICT
industry to prevent, detect, respond to, and re-

cover from cyberattacks, as well as to identify and
expose the perpetrators. In recent years, beyond
supplying this technical expertise, the technology
industry has become more active in offering sup-
port concerning international cybersecurity norms
development and implementation. This growing
engagement from the private sector in the global
political arena stemmed from the recognition that
as cyberspace has emerged as a new domain of
conflict, technical tools will not be sufficient to ad-
dress evolving cyber threats that undermine a do-
main that is largely privately owned. Normative in-
struments and political commitments by states are
essential to a more stable and secure cyberspace,
as they are in other domains of human activity. This
is one of the conclusions of a recent study by the
Cybersecurity Tech Accord in partnership with the
Economist Intelligence Unit analyzing the evolving
threat of state-sponsored cyberattacks.? Survey
results showed that businesses see political coop-

23Cybersecurity Tech Accord and The Economist Intelligence Unit, “Securing a Shifting Landscape: Corporate Perceptions of Nation-State Cy-
ber-Threats” (2021) https://cybertechaccord.org/uploads/prod/2021/02/eiu-cybersecurity-tech-accord-report.pdf.
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eration as one of the main solutions to increasing
numbers of state-led and sponsored cyberattacks.

In addition to the private sector, civil society has
emerged as another important actor seeking en-
gagement and legitimacy in ICT security discus-
sions. As more and more of our daily lives intersect
with the digital world, the security and stability
of the internet are increasingly essential to mod-
ern society, making the involvement of civil soci-
ety organizations particularly important as rights
defenders in a new domain. Civil society groups
have been fundamental in driving recognition of
the need to include human rights considerations
in the global cybersecurity agenda. They have also
raised governments’ awareness of evolving threats
in cyberspace, such as the rise in cyberattacks
against healthcare facilities during the COVID-19
pandemic, shedding light on the impact of these
attacks and helping to identify possible solutions.

Finally, the valuable role of academia and NGOs
in these dialogues should not be underestimated.
Academia plays a key role in facilitating and de-
veloping studies and technical research that can
help the UN and individual states progress their
approaches to ICT governance. For example, le-
gal scholars and other academics play a critical
role in developing our understanding of how inter-
national law applies to state behavior cyberspace.
In 2020 and 2021, legal experts from across the
globe, in a collaborative effort known as the “Ox-
ford Process,”?* released four statements aimed
at providing states with guidance on international
law protections against cyber operations targeting
the healthcare sector, on safeguarding vaccine re-

search, on protecting electoral processes and on
the application of international law to ICT-related
operation and activities. While the road to clarify-
ing how other key concepts of international law ap-
ply to cyber operations is still long, similar efforts
have been helping states navigate this relatively
new field with greater confidence and certainty,
and helping to build international consensus.

It would be difficult to deny the value that these
stakeholders — industry, civil society and academia
- can add to the discussions on cyber gover-
nance. In line with the point already recognized
in the 1968 ECOSOC Resolution 1296 defining
the criteria and rights associated with third-party
consultative status, they have the needed capac-
ities and resources to provide expert information
and advice to governments on these issues. In
fact, the need to identify mechanisms for great-
er multistakeholder engagement has been widely
acknowledged, including in the conclusions of the
recent UN cybersecurity dialogues — UN GGE and
OEWG - discussed in the next section. Despite
this recognition, however, progress on greater
multistakeholder inclusion has been limited. From
the discussions, it has emerged that the view held
by several member states is that an appropriate
balance needs to be found between multistake-
holder inclusion and the central role of states in
negotiations dealing with matters pertaining to
international security. In the meantime, the multis-
takeholder community has taken every opportuni-
ty to provide states with meaningful contributions,
and the hope is that more effective mechanisms
will be established to make this process smoother
and more robust.

240xford Institute for Ethics, Law and Armed Conflict, “The Oxford Process on International Law Protections in Cyberspace” (www.elac.ox.ac.uk)
https://www.elac.ox.ac.uk/the-oxford-process-on-international-law-protections-in-cyberspace#/.
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4. Multistakeholder Participation in
UN Cybersecurity Dialogues:
Valuable Partnerships

While it might be difficult to identify a specif-
ic event that ushered in the era of cyberconflict,
governments have been using cyber capabilities
for offensive operations against other states to
advance their political interests for over two de-
cades. Countries such as the United States, China,
Israel, Russia and the United Kingdom have been
the first to invest in and deploy offensive cyber
capabilities.”> However, research shows that over
one-quarter of United Nations member states
possess such cyber capabilities, and the number
of states able to conduct cyber operations in or
through foreign infrastructure is growing.? Ac-
cording to the Council on Foreign Relations, 33
states have already utilized international cyber op-
erations with the intent to advance their strategic
interests in or through foreign ICT infrastructure
since 2005.?” Despite the covert nature of these
attacks, they can have devastating consequences,
especially when targeting critical infrastructure or
ICT supply chains such as in the hack against soft-
ware company SolarWinds in 2020.?¢ Malicious
state-sponsored cyber operations are not only
concerning due to their potential disruption of
critical infrastructure, business operations and key
societal services, but also for their escalatory po-
tential and the risk that hostilities might extend to
the kinetic domain. Thus, ensuring the safety and

stability of cyberspace has emerged as a key se-
curity challenge for the international community.

The first attempts to codify the impacts and devel-
opments of ICT on international security and mil-
itary affairs in UN discussions began in 2004 with
the establishment by the United Nations General
Assembly (UNGA) of the Group of Governmental
Experts on Advancing responsible State behaviour
in cyberspace in the context of international securi-
ty (GGE). The GGE was tasked with exploring ways
to strengthen peace and security in cyberspace
through confidence-building measures and by
developing norms and standards for responsible
state behavior in this new domain. A total of now
six GGEs with similar mandates have been con-
vened since 2004, the most recent of which was
the GGE 2019-2021. Several of these GGE bodies
produced seminal reports that set precedent and
expectations for responsible state behavior on-
line. The 2012-2013 GGE concluded by setting an
important milestone: the adoption of a consensus
report affirming the applicability of international
law to cyberspace for the first time.?? Meanwhile,
the 2014-2015 GGE report, adopted by the UN
General Assembly Resolution A/RES/70/237,*° re-
affirmed the consensus around international law
and its applicability to cyberspace, and also intro-

2Keith Breene, “Who Are the Cyberwar Superpowers?” (World Economic Forum) May 4, 2016. https://www.weforum.org/agenda/2016/05/

who-are-the-cyberwar-superpowers/.

25United Nations Institute for Disarmament Research, “International Cyber Operations: National Doctrines and Capabilities” (2021) https://unidir.
org/sites/default/files/2021-05/International %20Cyber%200perations %20Series %20-%20Paper%201.pdf

?7Council on Foreign Relations, “Cyber Operations Tracker” (2020) https://www.cfr.org/cyber-operations/

28Reuters, “SolarWinds Hack Was ‘Largest and Most Sophisticated Attack’ Ever: Microsoft President” Reuters (February 15, 2021) https://www.reu-

ters.com/article/us-cyber-solarwinds-microsoft-idUSKBN2AFO3R.

2United Nations General Assembly, “Report on the GGE on Developments in the Field of Information and Telecommunications in the Context of

International Security” (2011) https://undocs.org/A/RES/66/24.

30ynited Nations General Assembly, “Resolution adopted by the General Assembly on 23 December 2015” (2015) https://unoda-web.s3-accelerate.
amazonaws.com/wp-content/uploads/2016/01/A-RES-70-237-Information-Security.pdf.
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duced 11 voluntary norms for responsible state
behavior in this new domain.*

The importance of the respective GGEs in ad-
vancing political discussions on international ICT
security is undeniable; however, the non-inclusive
format and approach of these deliberations have
made it difficult for stakeholders including indus-
try, civil society and academia to provide valuable
input and expertise as a routine part of the pro-
cess. Since they began, the GGE dialogues have
been exclusive to a limited number of UN member
states (originally 15, and rising to 25 as of 2019)
and have not included mechanisms for direct en-
gagement with the multistakeholder community,
with the exception of the regional consultations
organized in advance of the sessions of the 2019-
2021 GGE, which allowed for some measure of
engagement with other stakeholders such as
NGOs.*? This approach is in sharp contrast with
the UN'’s long history of multistakeholder partici-
pation in other dialogues and with the tradition of
a multistakeholder model in internet governance.

In May 2021, the 2019-2021 GGE adopted its fi-
nal consensus report. The report's selection sig-
naled optimism regarding future efforts by states
to identify how international law applies to cyber-
space and detailed how states can uphold expec-
tations for responsible behavior online. The report
also recognizes the importance of input from and
participation of relevant non-governmental stake-
holders, including the private sector, academia
and civil society. However, it remains largely silent
regarding their involvement in future UN cyber
negotiations.*

The GGE has not been the only UN venue ded-
icated to discussions on international ICT securi-
ty. In 2018, the UN General Assembly established
the Open-Ended Working Group (OEWG) on De-
velopments in the Field of ICTs in the Context of
International Security, a parallel and more inclu-
sive track to the GGE. Not only did the OEWG
open the discussions to all UN member states,
but in December 2019 it also held the first infor-
mal multistakeholder consultation in the history
of these dialogues.** 113 non-state organizations
registered to participate in the meeting, including
private companies, NGOs and universities from
all regions of the world, a testament to the mul-
tistakeholder community’s great interest in and
commitment to contributing to the evolution of
these discussions.® The December 2019 meeting
also demonstrated the value of non-governmental
stakeholder participation, as it was widely noted
among member states following the event how
their participation enriched the discussions. It also
afforded all participants an opportunity to discuss
their ongoing work and ways to further collabora-
tions across stakeholder groups, including states.

The OEWG final report, published in March 2021
and reaffirming the conclusions of previous GGE
reports, including the applicability of international
law to cyberspace and the framework of 11 norms
for responsible state behavior in this domain,
recognizes the value of this multistakeholder ex-
change. 3¢ The report states that “the broad en-
gagement of non-governmental stakeholders [in
these dialogues] has demonstrated that a wider
community of actors is ready to leverage its exper-
tise to support States in their objective to ensure

31United Nations General Assembly, “Report of the GGE on Developments in the Field of Information and Telecommunications in the Context of
International Security” (2015) https://www.un.org/ga/search/view_doc.asp?symbol=A/70/174.

32United Nations, “Regional Consultations series of the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in
the Context of International Security” (2019) https://www.un.org/disarmament/wp-content/uploads/2019/12/collated-summaries-regional-gge-con-
sultations-12-3-2019.pdf

33GGE on Advancing responsible State behaviour in cyberspace in the context of international security, “Report of the Group of Governmental Ex-
perts on Advancing Responsible State Behaviour in Cyberspace in the Context of International Security” (2021) https://front.un-arm.org/wp-content/
uploads/2021/08/A_76_135-2104030E-1.pdf.

34Resolution "A/RES/73/27" which set up the OEWG, “with a view to making the United Nations negotiation process on security in the use of
information and communications technologies more democratic, inclusive and transparent” specifically stresses that “while States have a primary
responsibility for maintaining a secure and peaceful ICT environment, effective international cooperation would benefit from identifying mechanisms
for the participation, as appropriate, of the private sector, academia and civil society organizations.”

35Council on Foreign Relations, “From Multilateral to Multistakeholder? New Developments in UN Processes on Cybersecurity” (Council of Foreign
Relations Blog - January 27, 2020) https://www.cfr.org/blog/multilateral-multistakeholder-new-developments-un-processes-cybersecurity.

36Op(—m—ended Working Group on Developments in the Field of Information and Telecommunications in the Context of International Security
(OEWG), “Final Substantive Report” (2021) https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pd.

MULTISTAKEHOLDER PARTICIPATION IN UN CYBERSECURITY DIALOGUES: VALUABLE PARTNERSHIPS


https://www.un.org/ga/search/view_doc.asp?symbol=A/70/174
https://www.un.org/disarmament/wp-content/uploads/2019/12/collated-summaries-regional-gge-consultation
https://www.un.org/disarmament/wp-content/uploads/2019/12/collated-summaries-regional-gge-consultation
https://front.un-arm.org/wp-content/uploads/2021/08/A_76_135-2104030E-1.pdf
https://front.un-arm.org/wp-content/uploads/2021/08/A_76_135-2104030E-1.pdf
https://www.cfr.org/blog/multilateral-multistakeholder-new-developments-un-processes-cybersecurity
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf

an open, secure, stable, accessible and peaceful
ICT environment.”% Further, the report recogniz-
es “the importance of regular intergovernmental
dialogue and of identifying appropriate mech-
anisms for engagement with other stakeholder
groups in future processes.”

Unfortunately, the December 2019 consultative
session proved to be an isolated event, and the
OEWG failed to facilitate greater and more con-
sistent multistakeholder inclusion for the remain-
der of its deliberations. After convening the 2019
consultative session, the OEWG closed its doors
to non-ECOSOC accredited NGOs and private
organizations. Multistakeholder discussions were
held separately on the initiative of academia, the
private sector and civil society groups.*® Sever-
al UN member states took part in the unofficial
side events, including the Swiss delegation and
the OEWG Chair, and the Australian delegation
consistently and proactively sought out multis-
takeholder input on their own.? However, no offi-
cial processes or mechanisms were established to
allow non-governmental stakeholders to provide
input to the negotiations within the OEWG, ex-
cept through the provision of written comments.
At the same time, the conclusions of the OEWG
final report are encouraging, and the recognition
of the value of multistakeholder inclusion should
inform future UN dialogues on peace and secu-
rity in cyberspace. In December 2020, a second
OEWG was adopted to run until 2025. Its man-
date began in June 2021, and it plans to advance
the dialogue on international ICT security with
regular reporting to the UNGA. The new OEWG
2021-2025 has a unique opportunity to build on
the conclusions of the March 2021 report and to
ensure greater multistakeholder participation in
its proceedings.

¥ Ibid.

2021 has been a watershed year for the UN di-
alogues on cybersecurity, given the adoption of
consensus reports by the UN GGE and the OEWG
and greater recognition by UN member states
of the importance of jointly addressing evolving
threats in cyberspace. During its 76th session,
held in September 2021, the UNGA separate-
ly adopted the 2021 UN GGE and the OEWG
final reports and approved the OEWG's work
plan for 2021 through 2025. Upcoming develop-
ments are expected to be equally significant. In
the coming months, UN member states will con-
sider a proposal known as Programme of Action
(PoA) on advancing responsible State behaviour
in cyberspace, which was supported by over 50
states and hopes to end the parallel tracks of the
GGE and OEWG to advance more concrete and
action-oriented cooperation on cybersecurity at
the UN through a new standing body.”> The PoA
would aim to establish a permanent, inclusive,
consensus-based and pragmatic international in-
strument to advance responsible state behavior in
cyberspace in alignment with the norms and rules
recognized in earlier GGE and OEWG reports. Its
objective is also to promote constructive dialogue
and engagement with other stakeholders, such as
the private sector, academia and civil society.

Regardless of the chosen approach - ending par-
allel tracks to establish a permanent platform or
continuing with two separate working groups —
ensuring UN dialogues on cybersecurity are more
inclusive of non-governmental stakeholders’ voic-
es will be crucial to future progress in turning the
tide against escalating conflict online. The private
sector, NGOs, academia and civil society are all
important contributors to ensuring an inclusive,
safe and secure ICT environment.

%The Let’s Talk Cyber event series was launched in December 2020 by a group of stakeholders including the Canadian government, Global Partners
Digital, Microsoft, Research ICT Africa and Women'’s International League for Peace and Freedom with the objective of bringing together state and

non-state actors to discuss the progress of the discussions at the OEWG.

3%In November 2019, the Australian Department of Foreign Affairs and Trade (DFAT) launched a Public Consultation on Responsible state behaviour
in cyberspace in the context of international security at the United Nations https://www.internationalcybertech.gov.au/public-consultation-responsi-

ble-state-behaviour-in-cyberspace.

40France, Egypt, Argentina, Colombia, Ecuador, Gabon, Georgia, Japan, Morocco, Norway, Salvador, Singapore, the Republic of Korea, the Re-
public of Moldova, The Republic of North Macedonia, the United Kingdom, the EU and its member States, “The Future of Discussions on ICTs
and Cyberspace at the UN" (2020) <https://front.un-arm.org/wp-content/uploads/2020/10/joint-contribution-poa-future-of-cyber-discussions-at-

un-10-08-2020.pdf>.
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5. UN Multistakeholder Participation
Processes: A Successful UN Norm

As previously mentioned, the UN has a long his-
tory of multistakeholder inclusion dating back to
its origins. Non-governmental actors have played
an active role in several UN dialogues and have
contributed to the development of global policies
and positions on some of the most pressing is-
sues of our time. This section explores some of
the most notable examples of multistakeholder
participation at the UN and considers the lessons
learned from these experiences to formulate a
series of recommendations for meaningful mul-
tistakeholder participation in the UN dialogues
on cybersecurity moving forward. The examples
have been grouped in three categories that de-
scribe the modality of participation for non-state
actors of each example. These include:

O Direct participation — modalities that foresee the
direct involvement of multistakeholder actors
in international negotiations and agreements,
either written or oral;

O Multistakeholder consultative session — regularly
scheduled sessions organized purposely to
engage the multistakeholder community in in-
ternational conversations; and

() Advisory bodies — modalities which actively seek
the input of relevant experts from the multis-
takeholder community to establish priorities
and drive the overall direction of the work.

In July 2001, the United Nations adopted by con-
sensus the Program of Action to Prevent, Combat
and Eradicate the lllicit Trade in Small Arms and
Light Weapons in All Its Aspects (PoA SALW). This
UN Program of Action established the first global-
ly recognized framework for activities to counter
the illicit trade in small arms and light weapons
and to control its negative consequences.*' It was
adopted by UN states in an effort to improve na-
tional small arms laws, import and export controls,
and stockpile management, as well as to engage
in cooperation and assistance at the global level.*?
In its establishing treaty, the PoA recognized: “the
important contribution of civil society, including
non-governmental organizations and industry in,
inter alia, assisting Governments to prevent, com-
bat and eradicate the illicit trade in small arms and
light weapons in all its aspects.”*?

At the local, regional and international levels, civil
society plays a key role in advocating for disarma-
ment and arms control. A good example of the
influence of the multistakeholder community and
its active participation in international discussions
about disarmament, can be observed in the Bi-
ennial Meeting of States to Consider the Imple-
mentation of the Programme of Action to Prevent,

#1United Nations Regional Centre for Peace and Disarmament in Asia and the Pacific, “Programme of Action - the United Nations Programme of
Action on Small Arms and Light Weapons” (UNRCPD) <https://unrcpd.org/conventional-weapons/poa/.

*2nited Nations Disarmament, Programme of Action on small arms and its International Tracing Instrument. https://www.un.org/disarmament/

convarms/salw/programme-of-action/

#3United Nations, “Report of the United Nations Conference on the lllicit Trade in Small Arms and Light Weapons in All Its Aspects,” 21 July 2001

https://undocs.org/en/A/CONF.192/15(SUPP)
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Combat and Eradicate the lllicit Trade in Small
Arms and Light Weapons (BMS).

% Accreditation and Participation: Rule 63 of the
Protocol’s Rules of Procedure clearly lays out
the rules for third-party participation: rele-
vant non-governmental organizations with
ECOSOC consultative status must inform the
President of the Conference, who will, in turn,
provide the Conference with a list of these or-
ganizations on a no-objection basis. Organi-
zations may attend the Conference except for
sessions defined as closed and may address
the Conference during one meeting specifical-
ly allocated for this purpose. Finally, accred-
ited non-governmental organizations are pro-
vided, upon request, with documents related
to the Conference, and they may, at their own
expense, provide material to the delegations,
outside the conference room, in the area of
the Conference.*

O Impact of the COVID-19 Pandemic: While in its es-
tablishing rules and in previous years, partic-
ipation from civil society in the work of the
Biennial Meeting of State was foreseen and
encouraged, multistakeholder participation
was not prioritized in the BMS7, which took
place in July 2021. Most of the preparatory
meetings were informal and held in a closed
format, for instance, and significant portions
of the BMS7 were also held in closed format
and not webcasted.

O Coordination: Civil society participation in the
Seventh Biennial meeting (BMS7) was coor-
dinated by the International Action Network
on Small Arms (IANSA), an international NGO
that aims to reduce gun violence and promote
local, national, regional and global measures
to strengthen human security.** IANSA provid-
ed all information to interested non-govern-
mental organizations on participation in the
conference, including contact points and ways
to sign up for the sessions.*

#United Nations Conference on the lllicit Trade in Small Arms and Light Weapons in All Its Aspects, “Provisional Rules of Procedure of the Confer-

ence” (2001) https://undocs.org/A/CONF.192/L.1.

The modalities for third-party participation in the
discussions of the UN PoA SALW provide NGOs
and civil society a clear path for participation in
the PoA's conferences. While the COVID-19 pan-
demic made in-person participation at meetings
practically impossible, in earlier years of UN PoA
implementation the driving role of civil society be-
hind the instrument’s creation was better reflected
in the participation of civil society at its biennial
and other meetings.

Another example of multistakeholder participa-
tion in the UN'’s First Committee structure can be
observed in the open-ended UN Group of Gov-
ernmental Experts (GGE) process underway within
the Convention on Certain Conventional Weap-
ons (CCW). The GGE was established in 2016 to
assess questions related to emerging technolo-
gies in lethal autonomous weapons systems. The
creation of this Group reflects international recog-
nition that incorporating emerging technologies
such as artificial intelligence (Al) and robotics into
military capabilities must be assessed by the in-
ternational community regarding their potential
impact on peace and stability and implications
for the applicability of international humanitarian
law. At the recommendation of the 2019 GGE on
LAWS, 11 guiding principles were adopted by the
2019 Meeting of the High Contracting Parties to
the CCW. The first principle affirms that interna-
tional humanitarian law continues to apply fully to
all weapons systems, including LAWS.

Taking a multistakeholder approach, the Group
encourages non-governmental actors to submit
contributions that would be fed into its work.
In fact, throughout the years the GGE has been
meeting, it has been possible for civil society to
send in written submissions or reactions. GGE
meetings also allow for civil society to deliver in-

45International Action Network on Small Arms, “What We Do” (IANSA) https://iansa.org/what-we-do/.

#|nternational Action Network on Small Arms, “Seventh Biennial Meeting of States on the United Nations Programme of Action on Small Arms
(BMS7)" (IANSA — April 10, 2021) https://iansa.org/seventh-biennial-meeting-of-states-on-the-united-nations-programme-of-action-on-small-arms/.
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terventions at any point during the discussion on
any topic, providing all stakeholders equal footing
in the discussions while states remain the ultimate
decision-makers. For instance, international orga-
nizations and civil society groups were invited to
provide comments on the 11 guiding principles
adopted by the GGE.*” Additionally, the GGE en-
courages the participation of representatives and
experts specialized or interested in issues pertain-
ing to lethal autonomous weapon systems and
other forms of military Al, through holding side
events to its sessions, such as the UNIDIR side
event to the 2020 GGE on predictability and un-
derstandability in military Al.

The highly technical nature of the debate sur-
rounding potential policy, legal, and ethical chal-
lenges posed by emerging technologies in the
area of lethal autonomous weapons systems often
demands expert clarification. Therefore, involving
researchers and experts in the workings of the
GGE to inform boundaries of acceptability on au-
tonomous weapon systems can be considered a
best practice of multistakeholder inclusion.

The Internet Governance Forum (IGF) is an annual
multistakeholder UN event that aims to facilitate
policy dialogue on internet governance issues
with a focus on addressing risks and challenges,
exchanging information and sharing best practic-
es. One of the outcomes of the World Summit on
the Information Society (WSIS-II) held in 2005 was
an agreement that the process of internet gover-
nance involves many stakeholders in a variety of
roles. As a result, the WSIS-II requested the UN
Secretary-General to convene an Internet Gover-
nance Forum as a multilateral, multistakeholder,
democratic and transparent platform for discus-
sions on internet governance issues. A key part
of the mandate of the IGF, as set out by the Tunis

Agenda, is to “discuss public policy issues related
to key elements of Internet governance in order
to foster the sustainability, robustness, security,
stability and development of the Internet,” and to
“facilitate discourse between bodies dealing with
different cross-cutting international public policies
regarding the Internet and discuss issues that do
not fall within the scope of any existing body.”*

From its inception, the IGF was designed to be
a multistakeholder forum. This is clearly reflected
in its process: it is set up as a year-long open and
inclusive process that consists of annual meet-
ings and intersessional activities.*” IGF meetings
are coordinated by the Multistakeholder Advisory
Group (MAG) and the IGF Secretariat. The Mul-
tistakeholder Advisory Group is comprised of 40
members from governments, the private sector,
civil society, academic and technical communities,
from all five UN regional groups (Africa, Asia-Pa-
cific, Eastern Europe, Group of Latin America and
Caribbean Countries — or GRULAC, Western Euro-
pean and Other Group — or WEOG). The process
typically involves calls for issues to determine the
main meeting topics, calls for workshop propos-
als, and several rounds of open consultations. Par-
ticipants in the Forum represent governments, in-
tergovernmental organizations, the private sector,
the technical community, academia, and civil so-
ciety, and participation is open and free of charge
to anyone interested, both in its annual meetings
and intersessional activities.

In a sign of the growing importance of multistake-
holder governance on matters pertaining to the
digital sphere, the UN Secretary-General’s “Road-
map for Digital Cooperation,” issued in 2020,
stressed the need for the IGF to start delivering
tangible results.*® The Roadmap included ideas for
making the Forum more responsive and relevant
to current digital issues, including creating a stra-
tegic and empowered multistakeholder high-level
body and having a more focused agenda.

47Reaching Critical Will — Women'’s International League for Peace and Freedom, “Statements from the 2020 CCW Group of Governmental Ex-
perts on Lethal Autonomous Weapon Systems” (reachingcriticalwill.org — September 21, 2020) https://reachingcriticalwill.org/disarmament-fora/

cew/2020/laws/statements.

“*8|nternet Governance Forum, “About the IGF” https://www.intgovforum.org/multilingual/tags/about.

nternet Governance Forum, “About the Internet Governance Forum” https://www.intgovforum.org/multilingual/index.php ?q=filedepot_down-

load/4099/481.

SUnited Nations, “Report of the Secretary-general. Roadmap for Digital Cooperation,” (2020) https://www.un.org/en/content/digital-coopera-

tion-roadmap/assets/pdf/Roadmap_for_Digital_Cooperation_EN.pdf
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So far, the IGF has successfully fostered dialogue
on global trends and risks, inspiring decision-mak-
ers and providing an outlet for developing
countries in particular to engage in debates sur-
rounding internet governance. It has enabled rep-
resentatives from emerging economies especially
to build knowledge and acquire skills to enhance
their participation in existing internet governance
institutions.>' The Forum’s Dynamic Coalitions are
another example of how the IGF's efforts have
found success. These coalitions discuss commu-
nity connectivity, core internet values, gender and
internet governance and much more. 52

One of the main challenges for the IGF so far
has been translating the discussions and their
outcomes into policy recommendations and cut-
ting-edge opinions that are of importance and of
influence beyond the Forum. Based on the priori-
ties identified by the above-mentioned Roadmap,
making the IGF more directly impactful will likely
continue to be high on the UN agenda. In the con-
text of the UN cybersecurity dialogues, the IGF
could be used to help bridge the gap between
the state-centered processes such as the GGE
and the OEWG and the need for a more open fo-
rum able to make the results of discussions more
influential and legitimate.

The Open-ended Working Group on Ageing for
the purpose of strengthening the protection of
the human rights of older persons was established
by the UN General Assembly Resolution 65/182
in 2010. The Working Group's aim is “to consider
the existing international framework of the human
rights of older persons and identify possible gaps
and how best to address them, including con-
sidering, as appropriate, the feasibility of further
instruments and measures.”>* Between 2010 and
2021, the Working Group has held 11 annual ses-

sions, each consisting of multiple meetings final-
ized with the adoption of a draft report.

A prime example of a UN Working Group with
a strong multistakeholder approach, its sessions
are attended by a variety of relevant stakehold-
ers, such as representatives of UN member states,
organizations of the UN system and intergovern-
mental organizations, as well as accredited nation-
al human rights institutions (NHRIs) and non-gov-
ernmental organizations (NGOs). Multistakeholder
participation is facilitated by clear modalities:

O Accreditation. Besides the participation of
NGOs with ECOSOC status, other relevant
NGOs may apply to the secretariat for ac-
creditation. Accreditation to the OEWG need
only be done once and applies for all sessions,
and new NGOs are approved under the first
agenda item of each annual meeting by all
participants. The OEWG has also agreed that
accredited “Category A status” National Hu-
man Rights Institutions (NHRIs) can take part in
the OEWG.>* The UN Focal Point on Ageing is
tasked with answering queries on NGOs par-
ticipation as needed.

( Input to the sessions. Each year during the inter-
sessional period, the Chair of the Open-end-
ed Working Group on Ageing invites: (i)
Members of the Working Group, (ii) Member
States and Observer States, (iii) National Hu-
man Rights Institutions accredited with an “A”
status (fully compliant with the Paris Principles,
relating to the status of national institutions
for the promotion and protection of human
rights), (iv) non-governmental organizations
with ECOSOC Status, (v) previously accredit-
ed organizations to the Open-ended Working
Group on Ageing, as well as (vi) United Nations
Funds, Programmes, Specialized Agencies and
other UN Entities, to provide inputs on the fo-
cus areas of the session by referring to a series

>linternet Governance Forum “About the Internet Governance Forum.” https://www.intgovforum.org/multilingual/index.php ?q=filedepot_down-

load/4099/481

2Internet Governance Forum “About IGF FAQs” https://www.intgovforum.org/multilingual/content/about-igf-fags

53United Nations Department of Economic and Social Affairs, “United Nations Open-Ended Working Group on Strengthening the Protection of the
Human Rights of Older Persons” (social.un.org) https://social.un.org/ageing-working-group/.

%4Global Partners Digital, “NGO Participation in Multilateral and Multistakeholder Forums: Good Practice Examples” (2020) https://www.gp-digital.

org/wp-content/uploads/2020/06/ngo-participationgoodpractice_gpd.pdf

UN MULTISTAKEHOLDER PARTICIPATION PROCESSES: A SUCCESSFUL UN NORM


https://www.intgovforum.org/multilingual/index.php?q=filedepot_download/4099/481
https://www.intgovforum.org/multilingual/index.php?q=filedepot_download/4099/481
https://www.intgovforum.org/multilingual/content/about-igf-faqs
https://social.un.org/ageing-working-group/
https://www.gp-digital.org/wp-content/uploads/2020/06/ngo-participationgoodpractice_gpd.pdf
https://www.gp-digital.org/wp-content/uploads/2020/06/ngo-participationgoodpractice_gpd.pdf

O of guiding questions. The focus areas are se-
lected based on two questionnaires prepared
by OHCHR and the Department of Economic
and Social Affairs. For the eleventh session,
held in 2021, these areas were “Right to Work
and Access to the Labour Market” and “Ac-
cess to Justice” in the context of older per-
sons.” Based on the contributions received,
the bureau of the working group, through
OHCHR and the Department of Economic and
Social Affairs, prepares an analytical discussion
paper to guide each interactive discussion on
the focus areas, making a summary of the con-
tributions and highlighting areas of common
ground and trends identified in the responses
to the questionnaires.

O Continuous multistakeholder dialogue. There are
several variations to the program according
to the relevant issues identified each year;
however, the emphasis on a multistakehold-
er approach is consistently at the forefront of
the Group’s work. For instance, in the tenth
session of the Working Group, held in 2019,
each debate was preceded by a panel discus-
sion featuring presentations by a variety of
stakeholders providing insights from different
perspectives, such as the human rights trea-
ty body system, current international human
rights law, national and regional experiences,
the specific human rights mandates and the
national human rights institutions. Additional-
ly, each panel was followed by an interactive
discussion involving all stakeholders, guided
by the discussion papers prepared by OHCHR
and the Department of Economic and Social
Affairs, which summarized the main trends and
areas of common ground to emerge from the
input received prior.

The level of transparency in the process and
openness of the Group, where relevant NGOs be-
sides those with ECOSOC status can apply for ac-
creditation, as well as the possibility for NGOs to
provide input at different stages of the discussion
and decision-making process, ensure a larger and
more constructive pool of potential voices in the

discussions, allowing for a wide array of interests
and perspectives to be taken into consideration.
While the OEWG Group on aging concerns itself
with a very different thematic area from that of
cyberspace, and sets out to address very differ-
ent challenges, the general principles described
above, such as transparency and openness, will
remain just as relevant in setting up any multis-
takeholder initiative on cybersecurity.

The Global Pact for the Environment was launched
in 2017 to establish a legally binding internation-
al instrument under the UN that synthesizes the
principles outlined in various agreements to solid-
ify the environmental rule of law around the world
and to achieve the 2030 Agenda for Sustainable
Development, including the Stockholm Declara-
tion, the World Charter for Nature, the Rio Dec-
laration, the IUCN World Declaration on the En-
vironmental Rule of Law, and other instruments.>
Resolution 72/277 "Towards a Global Pact for the
Environment” of May 2018 created an Ad-Hoc
Open Ended Working Group (AHWG) to discuss
options to address gaps in international environ-
mental law and related instruments and present
its recommendations to the General Assembly
during the first semester of 2019.%7

The Working Group embraces a multistakehold-
er approach, opening up participation to accred-
ited NGOs working in sustainable development.
Some modalities which are important to highlight
include:

O Accreditation/requirements for participation.
ECOSOC accredited NGOs were allowed to
attend sessions of the ad-hoc OEWG as ob-
servers. Additionally, other NGOs accredited
to relevant conferences and summits were
allowed to attend these: the United Nations
Conference on Environment and Develop-
ment; the World Summit on Sustainable De-

5United Nations Department of Economic and Social Affairs, “United Nations Open-Ended Working Group on Strengthening the Protection of the
Human Rights of Older Persons” (social.un.org) <https://social.un.org/ageing-working-group/eleventhsession.shtm/>.

United Nations General Assembly, “Report of the Secretary-General — Gaps in International Environmental Law and Environment-Related In-
struments: Towards a Global Pact for the Environment” (2018) https://wedocs.unep.org/bitstream/handle/20.500.11822/27070/SGGaps.pdf?se-

quence=3&isAllowed=y.
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velopment; the United Nations Conference
on Sustainable Development, and the United
Nations summit for the adoption of the post-
2015 development agenda.*®

O Input to the sessions. NGOs were permitted to
speak after delegate statements during the
“informal dialogue” portion of the sessions.
At this point, NGOs delivered joint state-
ments and spoke individually. Accredited
NGOs could attend the formal meetings of
the group, receive copies of the official doc-
uments, and make their materials available
to delegates. NGOs were active participants,
particularly in the second and third substantive
meetings, which took place in March and May
2019, respectively. On these occasions, NGOs
met with states and regional groupings, and
collaborated on joint statements.

Despite the slow progress of its proceedings, the
Working Group " Towards a Global Pact for the En-
vironment” represents a valuable example of mul-
tistakeholder participation. The Working Group
allows potential civil society beneficiaries of the
Global Pact on the Environment the opportunity
to get involved throughout the decision-making
process and have a say on matters that would con-
cern them directly. For instance, the Group invites
environmental protection NGOs, which could
be empowered by any new legal guarantees en-
shrined in the Pact when asserting environmen-
tal rights in a court of law, to provide their input
to the discussions. Just as important, the Work-
ing Group establishes clear avenues for NGOs to
obtain accreditation and take part in the working
sessions, permitting them to offer their expertise
at every stage of the process. Drawing a paral-
lel to the field of cybersecurity, one lesson to be
drawn from the workings of this group would be
the importance of involving, for instance, entities
representing the victims of cybersecurity attacks,
including private sector and civil society groups,
in any multistakeholder dialogue on the matter.

> Ibid.

More structured mechanisms for multistakeholder
participation in UN dialogues and policymaking
can be observed in discussions on human rights
and development. In May 2000, the United Na-
tions Development Programme (UNDP), which
promotes technical and investment cooperation
among nations, established the UN Civil Soci-
ety Advisory Committee (CSAC), an institution-
al mechanism for dialogue between civil society
leaders and UNDP senior management. The es-
tablishment of CSAC systematized the consulta-
tion process between the UNDP and civil society
actors and strengthened the overall civic engage-
ment dimension of the UNDP's policies and pro-
grams by providing independent prospective
and critical analyses of the organization’s work.>
Among its modalities, we can observe:

(O Composition. CSAC members include global
leaders, who are authoritative voices in UNDP
thematic areas of focus such as governance,
human rights, poverty reduction, conflict pre-
vention and peacebuilding, environment and
gender. The geographic provenience and gen-
der of members is considered at selection.

O CSAC input and involvement. The CSAC's specif-
ic objectives include providing substantiative
inputs, developing UNDP strategies and pol-
icies, advising the UNDP on different aspects
of its work to promote civic engagement, sup-
porting UNDP outreach and partnership devel-
opment efforts, and joining hands with UNDP
Advocacy efforts on matters of shared concern.
Beyond their consultative role, members con-
tribute to UNDP activities as event speakers,
organizers of joint member events, or develop-
ing messaging on emerging issues.

() Meetings. The CSAC meets annually at the UN
Headquarters in New York and is supported
by a secretariat based in the Inclusive Political

8Global Partners Digital, “NGO Participation in Multilateral and Multistakeholder Forums: Good Practice Examples” (2020) https://www.gp-digital.
org/wp-content/uploads/2020/06/ngo-participationgoodpractice_gpd.pdf.

>?United Nations Development Programme, “UNDP’s Civil Society Advisory Committee Operating Framework” (2016) https://www.undp.org/
sites/g/files/zskgke326/files/2021-04/CSAC%200perating%20Framework.pdf.
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Processes Team of UNDP’s Governance and
Peacebuilding Cluster. Among other tasks, the
secretariat facilitates communication between
UNDP’s senior management and the Commit-
tee's Co-Chairs, and drafts the Annual Meet-
ing agenda, final report and monitoring of rec-
ommendations.®°

In 2015, CSAC’s structure was examined, and in
2016, the UNDP published a CSAC operating
framework which included six considerations and
lessons learned®’:

O The committee members’ substantive exper-
tise must be fully leveraged to ensure CSAC's
success.

U Adequate space and time must be allocated
for in-depth discussion and engagement on
issues.

O As follow-ups shape the quality of the inter-
action between UNDP and the Committee,
a strong mechanism to track organizational
progress on CSAC recommendations will be
critical.

() CSAC's reach should be enhanced by expand-
ing opportunities for interaction with region-
ally focused parts of UNDP (i.e., Regional Bu-
reau and Regional Hubs).

() CSAC engagement should be expanded be-
yond Annual Meetings.

(O Appropriately combining the engagement of
the entire Committee on cross-functional stra-
tegic matters while leveraging the thematic
expertise and experience of selected mem-
bers on more focused initiatives.

These takeaways offer valuable insights into en-
suring meaningful multistakeholder participation
in the executive decision-making level of UN
processes. The recommendation of establishing
a mechanism to track decisions and proposals
made by the stakeholder groups is of particular

importance. In the case of the UNDP, a secretari-
at facilitates the mechanism, which directly assists
the CSAC in its advisory role supporting the UN-
DP’s Executive Managers. Such a structure ensures
that recommendations made by third parties are
taken into consideration and acted upon by the
UNDP.

Similar to the modality of the UNDP’s CSAC, we can
observe another structured way to include multis-
takeholder voices in UN policymaking through the
United Nations Entity for Gender Equality and the
Empowerment of Women (UN Women). Since its
establishment in 2010, UN Women has been ac-
tive in empowering local voices across the globe
on issues of political participation, economic em-
powerment, ending violence against women, and
peace and security. The organization features a
strong multistakeholder dimension, which has
led to the establishment of Civil Society Advisory
Groups (CSAQG) to act as consultative bodies for
regular dialogue on policy issues, and on the pro-
gramming of normative, intergovernmental and
operational activities.

The Global Advisory Group was established in
2012 by former UN Women'’s Executive Director
Michelle Bachelet as a consultative forum and
platform for regular dialogue with civil society.
The Global CSAG enables the Executive Director
to consult with its 25 members, including leading
feminists and gender equality advocates. Civil So-
ciety Advisory Groups are established at the na-
tional and regional level based on local priorities
and practices, under the broad guideline of “cre-
ating a just, balanced and effective body,” where
different groups maintain contact through a web-
based platform. CSAGs are an institutional mech-
anism for regular dialogue, between UN Women
and leaders from the gender equality movement,
on key gender equality issues and priorities at na-
tional, regional and global levels.®? As of 2021, 38
CSAGs are active across the globe, ranging from

%OUnited Nations Development Programme, “UNDP’s Civil Society Advisory Committee (CSAC) Procedure” https://www.ohchr.org/Documents/
AboutUs/CivilSociety/Procedures/UN/UnitedNationsDevelopmentProgramme.pdf.

%United Nations Development Programme, “UNDP’s Civil Society Advisory Committee Operating Framework” (2016) https://www.undp.org/

sites/g/files/zskgke326/files/2021-04/CSAC%200perating%20Framework.pdf.

%2UN Women, “Civil Society Advisory Groups - CSAG Strategy” (2015) https://www.unwomen.org/-/media/headquarters/attachments/sections/
library/publications/2016/civil-society-advisory-groups-strategy-en.pdf?la=en&vs=2147.
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regional groups like the Western and Central Af-
rica CSAG or the Arab States CSAG, to national
entities in Malawi or Paraguay. The following prin-
ciples apply to setting up the groups:

O Participation: The advisory groups need repu-
table individuals committed to the UN’s core
values, preferably with strong credentials as
gender, development and/or human rights ad-
vocates. Participants should possess expertise
in one or more of UN Women's priority areas
and represent diverse developmental and hu-
man rights perspectives and should be drawn
from gender equality networks, women'’s and
grassroots organizations, development and
social policy think tanks and academia.

O Conflicts of Interest: Members take part in advi-
sory groups in their personal capacities for a
fixed period on a renewable basis, and their
membership is rotational. CSAG participants
may belong to organizations that are imple-
menting partners of UN Women. However, the
goal must be to avoid any conflicts of interest.
Hence, the CSAGs should not have any over-
sight, monitoring or decision-making role in
UN Women programming activities.

The UN Women Civil Society Advisory Groups
identify areas in which each civil society stake-
holder can contribute and integrates these voices
into the multistakeholder framework according to
their subject matter expertise. Additionally, to en-
sure that civil society actors with technical exper-
tise can contribute efficiently, UN Women enables
a structured participation process by organizing
several civil society advisory groups with a nar-
rower focus. The establishment of these groups
strengthens leaders’ voices from grassroots insti-
tutions, rural and community-based groups, and
indigenous organizations, scholars, activists and
male advocates for gender equality and women'’s
rights. To successfully draw lessons from the work-
ings of this group, any multistakeholder initiative
on cybersecurity would do well to determine the
expertise of each relevant group (private compa-

nies, governments etc.) to efficiently involve them
in the discussion.

Recognizing the need to address the persisting
global health challenge represented by AIDS, the
UN General Assembly adopted in 2021 resolu-
tion 75/260%, through which a high-level meeting
(HLM) on human immunodeficiency virus (HIV) and
acquired immunodeficiency syndrome (AIDS) was
convened. A United Nations High-Level Meeting
(UN HLM) is convened by the UNGA as a forum
for UN member states to discuss and work togeth-
er on a wide array of international issues covered
by the UN Charter, such as development, peace
and security, international law, etc. Agreement to
hold a dedicated UN HLM on a specialized top-
ic is taken in exceptional circumstances through a
UN resolution, to reach an agreement on cooper-
ation measures and solutions on important global
issues among Heads of State and governments.®*
The HLM on HIV/AIDS facilitated a comprehensive
review of the progress made on the commitments
in the 2016 Political Declaration towards ending
the AIDS epidemic by 2030. Further, participants
examined how the social, economic and politi-
cal response contributes to progress on the 2030
Agenda for Sustainable Development and the
global health goal. The meeting provided recom-
mendations to guide and monitor the HIV/AIDS
response beyond 2021, including new concrete
commitments to accelerate action and promote
renewed commitment and engagement from
leaders, countries, communities and partners to
accelerate and implement a comprehensive uni-
versal and integrated response to HIV/AIDS.

To prepare for the HLM, an interactive multistake-
holder hearing took place with support from the
Joint United Nations Programme on HIV/AIDS.
Several groups participated, including those living
with, at risk of or affected by HIV, including key
populations, representatives of member states
and observers of the General Assembly, parlia-

%3United Nations General Assembly, “Resolution Adopted by the General Assembly on Implementation of the Declaration of Commitment on HIV/
AIDS and the Political Declarations on HIV/AIDS" https://undocs.org/en/A/RES/75/260.

54UHC30, “UN HLM FAQs" (UHC2030) https ://www.uhc2030.0org/un-hIm-2019/un-him-fags/.
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mentarians, representatives of local governments,
and civil society organizations, including non-gov-
ernmental organizations in consultative status with
the Economic and Social Council, philanthropic
foundations, academia, medical associations, and
the private sector.

The interactive hearing provided all relevant stake-
holders with an opportunity to contribute through
these interactive panel discussions. During the
group discussions, civil society representatives
and other stakeholders shared their views and ex-
periences from their work on the ground, includ-
ing lessons learned, obstacles, gaps, challenges
and opportunities, which actively informed the
negotiations of the HLM declaration.

The UN’'s Economic and Social Council’s
(ECOSOC) Partnership Forum is an annual event
that provides a policy space for member states,
non-governmental stakeholders and the UN de-
velopment system to discuss the role of partner-
ship in driving sustainable development across
the globe. The 2030 Agenda for Sustainable De-
velopment identified partnerships as an essential
tool to achieve the UN's Sustainable Develop-
ment Goals (SDGs). The Partnership Forum is or-
ganized by ECOSOC to showcase how inclusive
multistakeholder partnerships and partnership
platforms can help achieve these goals. The event
is a two-hour session, opened by a keynote to set
the stage for the discussions, followed by a sub-
stantive interactive dialogue session where mem-
ber states and other stakeholders can contribute
by making statements. The discussion is followed
by a closing statement.

The 20th ECOSOC Partnership Forum was held
online in May 2021, after a hiatus due to the
COVID-19 pandemic. Titled "Partnerships as
Game Changer for a Sustainable Recovery from
COVID-19,” the meeting focused on discussing
the critical role of multistakeholder partnerships
in achieving the UN'’s Sustainable Development
Goals following the outbreak of the COVID-19
pandemic, as well as their role in helping soci-
eties rebuild. This year, participants discussed
how multistakeholder partnerships could support
COVID-19 recovery, particularly to reverse the
increase in extreme poverty and enhance social

UN MULTISTAKEHOLDER PARTICIPATION PROCESSES: A SUCCESSFUL UN NORM

protection. Further, they discussed ways the scien-
tific and technological communities can help ac-
celerate systemic change, promoting equal access
and the right to development for all.

The 2021 session was attended by participants
including representatives of member states, UN
system entities, relevant inter-governmental orga-
nizations, multilateral development banks, NGOs,
the private sector, think-tanks and scientific com-
munities, philanthropic organizations, local gov-
ernments, parliaments, academia and other stake-
holders. Overall, the discussion highlighted that:

O Key determinants for successful multistake-
holder partnerships lie in the capability of part-
ners to add value and advance collective ob-
jectives.

O Multistakeholder partnerships should enhance
accountability and transparency through effec-
tive data collection and management at all lev-
els.

O To build data-driven and results-focused
multistakeholder partnerships, collaborators
should agree on monitoring and evaluation
frameworks.

(O The UN has a critical role to play in facilitating
the shift towards more measurable, compara-
ble and transparent frameworks and means of
environmental, social, and corporate gover-
nance factors (ESG) at the global level.

(U As the alignment of interests among partners
within public-private partnerships (PPPs) is of-
ten challenging, given the interests of the pub-
lic and private sectors may diverge between
purpose and profit, all actors involved should
agree upon concrete ways to share the risks
and benefits of PPPs fairly.

O In order to meet the challenges facing the
world today, multistakeholder partners should
come together to invoke broader and more in-
clusive coalitions.

) Participants stressed the critical role that mul-
tistakeholder partnerships can play in mobiliz-
ing not only finance, but also science, technol-
ogy and innovation in support of sustainable
recovery and development.




ECOSOC's yearly Partnership Forum is not only a
very productive way to include multistakeholder
voices in the UN work towards achieving the 2030
Sustainable Development Goals, but the event
itself also acts as a forum promoting multistake-
holderism overall. Multistakeholder partnerships
are praised for “clearly making a positive impact

Analysis of Case Studies

on sustainable recovery and development and
should be considered a key instrument for build-
ing back better, faster and fairer.” Perhaps most
important is the first point: the importance of in-
cluding partners capable of adding value and ad-
vancing collective objectives.

The above section took nine different modalities for multistakeholder participation in UN gov-
ernance and policymaking into consideration. The first two examples: the UN PoA on Small
Arms and Light Weapons (5.1) and the Open-Ended UN GGE on Lethal Autonomous Weapons
Systems (5.2), highlighted UN fora where the participation of the multistakeholder community
is recognized and considered necessary due to the nature of the First Committee’s work on dis-
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6. Recommendations for Meaningful
Multistakeholder Participation in
the UN Cybersecurity Dialogues

The history of multistakeholder inclusion in politi-
cal discussions on critical issues demonstrates that
involving different stakeholders in cybersecurity
dialogues is both viable and vital given the val-
ue, perspectives and expertise industry, civil soci-
ety and academia bring to bear. The experience
gained in other UN formats also shows that mean-
ingful multistakeholder participation requires con-
sistent effort by all actors to communicate and
exchange information as well as clear mecha-
nisms for input and participation. The invaluable
input provided by non-governmental organiza-
tions and industry, as well as other stakeholders in
the format of the WG3 sessions held throughout
2021, and the evidence that emerged from this
research, helped us identify seven principles for
meaningful multistakeholder participation in UN
cybersecurity dialogues. Overall, it is critical that a
new process for multistakeholder participation in
the UN negotiations on cybersecurity is designed
to confirm that such participation is: i) well-struc-
tured, to ensure that it is helpful and constructive;
ii) regular, to reflect the evolving nature of cyber-
space and the cyber threat landscape, and iii) sys-
tematic, rather than ad hoc. Specifically, it will be
important to:

So far, participation in some of the OEWG meet-
ings has been restricted to NGOs with ECOSOC
status. This means that numerous stakeholders
in fields ranging from the private sector to civil
society and academia with relevant experience
have been consistently denied access to the dis-
cussions. It is pivotal to establish a flexible ac-
creditation system that ensures participation of all
relevant entities that can contribute valuable in-
put and expertise to UN member states on these

matters. A system allowing non-governmental or-
ganizations to voice their interest in participating
in the discussions on an ongoing and systematic
basis would ensure that all views and interests are
represented.

It is key to engage stakeholders throughout a pro-
cess in a systematic way in order to have mean-
ingful engagement and develop trust and a co-
operative dynamic among all participants. This is
particularly important considering cybersecurity is
a rapidly evolving area, where pockets of exper-
tise can emerge rapidly in response to dynamic
events. The fast evolution of the threat environ-
ment and of the technological solutions to address
these challenges calls for close cooperation to en-
sure that the discussions reflect the reality of the
security environment. One-off exchanges, such as
the consultative session that the OEWG organized
in December 2019, are helpful to gain insight into
different stakeholders’ perspectives and to gather
high-level input on the main areas of work. How-
ever, they are not sufficient on their own to explore
complex matters such as those related to interna-
tional obligations for states in cyberspace, or to
allow for the development of coherent positions
on these matters. Regular, interactive dialogues
allow for more fruitful discussions and can better
promote progress.

Transparency needs to be at the center of all UN
discussions on cybersecurity. Timely sharing of
documents, agendas, and information is the base-
line on which effective multistakeholder cooper-
ation can be built as it ensures that stakeholders
are informed and can meaningfully participate.
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Such sharing of information can be facilitated by
the deployment of online tools. The United Na-
tions Office for Disarmament Affairs (UNODA) has
made full use of technological means as part of
the previous OEWG, and this should be looked
at as a good practice to replicate in upcoming
UN dialogues on cybersecurity and other topics.
We hope that UNODA builds on those efforts,
enhances its existing platform, and continues to
publish information around the ongoing process,
as soon as possible. The types of information that
can be made public should include (though not
be limited to):

O Meeting agendas,

Official documents produced by the secretari-
at,

C

Official communication to states,

Individual submissions by states or non-gov-

ernmental actors to the ongoing dialogue,
and

(—C «

Contact details of the secretariat.

In addition to ensuring that relevant discussion
documentation is shared with the multistakehold-
er community, and that meaningful access is given
to deliberations, it is important to set up mecha-
nisms to allow representatives of non-governmen-
tal organizations to provide input, in-person and in
writing, to meetings and working documents. The
2018-2021 OEWG on cybersecurity has worked
toward ensuring that happened. Submissions by
non-governmental entities were published to the
UNODA website and the secretariat regularly in-
formed state representatives of this input. Such
a system could be improved upon by ensuring
there is clarity regarding the documents that are
open for consultation and the deadlines to pro-
vide input. To ensure transparency, the modalities
used by stakeholders to participate should be
agreed upon in advance. In addition, given the

many varied contributions offered, both verbal
and written, a synthesis of the statements before
producing a final report could be useful for iden-
tifying areas where states and other stakeholders
agree, not only on positions but also in terms of
what and how additional research and work needs
to be done. This could help provide insights into
alternative paths forward and promote progress.
Entities such as the UN Institute for Disarmament
Research or independent NGOs could be asked
to take on various tasks like these.

While in-person meetings can be more fruitful in
establishing relationships, negotiating details,
and building consensus, virtual meetings also
have their benefits. They can be more inclusive of
non-governmental organizations that do not have
representation in, or the budget to travel to, New
York. For live events, it is important that all formal
meetings are live-streamed, recorded, and pub-
lished on the relevant UNODA website and that
virtual meetings are organized to ensure the par-
ticipation of a broader group of stakeholders than
in-person meetings would allow. As far as virtual
or hybrid meetings are concerned, stakeholders
should be offered the necessary technical support
and information, such as the links to participate
remotely.®®In addition, for live online events, virtu-
al break-out groups can be used to help establish
the relationships that are typically developed from
in-person meetings

In addition to the systematic inclusion of multis-
takeholder representatives, states should deepen
that relationship by considering other models that
could increase the exchange of views between
and among the different stakeholder groups. The
models that could be considered include:

O Organization of formal side events, such as
intersessional discussions, with the modalities
for participation agreed upon in advance;

%S\Women'’s International League for Peace & Freedom, “Locked Out During Lockdown, An Analysis of the UN System During COVID-19.” (2020)
https://www.wilpf.org/wp-content/uploads/2020/09/un-system-analysis-covid-1.pdf.
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O Regular engagement of groups of stakehold-
ers, such as with the private sector through, for
example, the Private Sector Forum/UN Glob-
al Compact,®® the SDG Business Forum,*’ or
other entities, perhaps even newly developed
ones, if required, and with other established
multistakeholder forums;

O Creation of “leadership dialogues,” bringing
together relevant ministers, and leaders of
business and civil society for interactive dis-
cussions and an exchange of views on priori-
ties, best practices, challenges, etc., modeled
on the work done by the UN Environment As-
sembly;%®

() Organization of a dedicated summit on the
topic, possibly modeled on the Climate Action
Summit.®?

While it is critical to focus on multistakeholder
participation during UN negotiations to agree on
the rules and norms of responsible behavior in cy-
berspace, transparency and inclusion of different
perspectives will be equally important in discus-

sions about their application and in the implemen-
tation process itself. Regional organizations will
also be key to this process and help states iden-
tify common areas of work and mutual support,
so it will be important for these organizations to
foster multistakeholder inclusion in discussions at
the regional level. At the international level, initia-
tives such as the Paris Call for Trust and Security in
Cyberspace have so far been pivotal in fostering
dialogue about principles for peace and stability
in cyberspace and on the ways to translate these
principles into concrete actions. It will be import-
ant to leverage the Paris Call community and take
advantage of the synergies and cooperative struc-
tures that have emerged among the Paris Call
supporters in past years, including through work-
ing groups such as WG3. With sufficient support,
these communities can help develop and support
action agendas for enhanced peace and security
in an expanded, more robust, and inclusive cyber-
space.

The participation of non-governmental actors in
the UN negotiations on cybersecurity would great-
ly benefit from such a structured approach as clear-
er modalities for their inclusion would help make
the dialogues both more efficient and effective.

%United Nations Secretary-General, “Secretary-General's Video Remarks to the Private Sector Forum | United Nations Secretary-General” (www.un-
.orgSeptember 21, 2020) https://www.un.org/sg/en/content/sg/statement/2020-09-21/secretary-generals-video-remarks-the-private-sector-forum.

7SDG Business Forum, “Home" (SDG Business Forum 2020) https://www.sdgbusinessforum.org/.

%8United Nations Environmental Programme, “Private Sector Engagement at the 2019 UN Environment Assembly” https://wedocs.unep.org/bit-
stream/handle/20.500.11822/29499/Private %20Sector%20Engagement%20at%20the %202019%20Assembly.pdf?’sequence=1&isAllowed=y.

%?United Nations, “Climate Action” (United Nations) https://www.un.org/en/climatechange.
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1. Conclusions

This study is the product of informal consultations
between governments, industry, civil society and
academia on how to advance multistakeholder
participation in the UN dialogues on cybersecuri-
ty. Its publication comes at a time when the need
to clarify states’ obligations in cyberspace is more
pressing than ever, with tensions between states
in this new domain escalating at an unprecedent-
ed rate. It is critical for the international commu-
nity to advance discussions on how to ensure an
open, secure, stable and rights-respecting online
environment.

As section 4 explored, thus far the UN dialogues
on cybersecurity have been largely exclusive-
ly open to states, and often a limited number
of states. While attempts to codify international
cybersecurity frameworks have been steadily in-
tensifying since the early 2000s, multistakehold-
er inclusion in cybersecurity discussions has been
noticeably absent. With the exception of the con-
sultative session as part of the 2019-2021 OEWG,
and the regional consultations held as part of the
2019-2021 GGE process, the voices of non-gov-
ernmental actors including industry, civil society
and academia have been largely absent in official
processes. Such an approach is in sharp contrast
with the UN'’s long history of multistakeholder par-
ticipation in other dialogues, as illustrated in sec-
tion 5, and, more generally, with the tradition of
a multistakeholder model in internet governance.

The UN's long history of inclusion of third parties
in its decision-making processes is rooted in its
understanding that the involvement of all relevant
voices in global policymaking is key to achieving
change and progress and ensuring the legitimacy
of global agreements. Processes in the UN's First
Committee, like the United Nations Program of
Action on Small Arms and Light Weapons (UN
PoA SALW) and the Open-Ended UN Group of
Governmental Experts on Lethal Autonomous
Weapons, show that involving local civil society
groups as well as researchers and experts on high-
ly technical issues can bring positive outcomes in
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the field of peace and security. In the health space,
the Open-Ended Working Group on Ageing is an
example of transparent and open third-party par-
ticipation: the ability of both ECOSOC and non-
ECOSOC status organizations to participate in the
Working Group provides for a wide array of inter-
ests and perspectives to be taken into consider-
ation and to produce better outcomes. The more
structured, consultative roles of the Civil Society
Advisory Groups, both at the United Nations De-
velopment Programme and United Nations Wom-
en Organization, provide these organizations with
meaningful, transparent and conflict-free multis-
takeholder participation in the executive deci-
sion-making level of UN processes. Finally, mul-
tistakeholder fora like the Internet Governance
Forum, United Nations High Level Meeting on
HIV/AIDS, and the ECOSOC Partnership Forum,
are useful examples of engaging the wider multis-
takeholder community in international discussions.

Establishing clear modalities for industry, civil so-
ciety and academia participation in UN cyber di-
alogues is essential to ensuring relevance to the
evolving threat environment and the success of
future negotiations. Section 6 highlights seven
recommendations to ensure more inclusive and
efficient participation from the multistakeholder
community in these discussions:

1. Establish an inclusive accreditation process.
2. Promote a regular, interactive dialogue.
3. Ensure timely sharing of information.

4. Establish mechanisms for stakeholders to pro-
vide input and support entities to help process
that input.

5. Hold virtual meetings and consultations in addi-
tion to in-person ones.

6. Explore different models of and leverage rele-
vant venues for multistakeholder participation.



7. Beyond the UN discussions, foster multistake-
holder engagement to drive implementation of
international agreements

As calls from the multistakeholder community to
be involved in governance at the international
level grow louder, one thing is becoming clear:
the growing field of multistakeholderism deserves

more attention from policymakers and internation-
al organizations because of its potential to ensure
greater representation in discussions impacting
our societies. Progress toward an expanded, in-
clusive cyberspace that is peaceful and secure can
only be achieved by engaging not only states but
also the range of critically affected stakeholders.

CONCLUSIONS
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