MHOroctopoHHUU maHudecr

[TpnopUTETHOCTb PaBHOMNPABMA U
cnpaBeaNINBOCTU B paMKax
npeagnaraemoro florosopa OOH no
bopbbe c KnbepnpecTynHOCTbIO

NaHawadpT coBpemeHHbIX Kubepyrpo3s AMHAMMYHO MeHseTcA. YacToTa, M30WpPEeHHOCTn W
MHTEHCMBHOCTM  KuMbepaTak  pacTéT, yrpoxasa  Hawen  KONNeKTUBHOM  6e30nacHoCTM.
KnbepnpecTynHOCTb CO34aeT HOBble PUCKM AN 6€30NacHOCTU, AOCTOMHCTBA M paBHOMpPaBUsA toae.
CamocToATeIbHO NPOTUBOCTOATb TAKMM Yrpo3am Ha AO0/I)KHOM YPOBHE HEBO3MOXKHO. N5 pewweHus
TPAHCHAUMOHANbHbIX NPo61eM, CBA3aHHbIX CO 3/I0HAMEPEHHbIM UCMNO/Ib30BaHNEM MHPOPMALNOHHO-
KOMMYHUMKaLUMOHHbIX TexHonorui (UKT), a Takke ans 3awmTbl n obecneyeHuns peanvsauum npas
nonb3oBaTeNiell, KU3HEHHO HeobXxoAMM NOAXO4 OCHOBAHHbLIM HA NPUBAEYEHUM  BCex

3aUHTEPECOBAHHbIX CTOPOH.

Mbl  BHMMATeNnbHO creaum 33 [MeperoBopHbIM  npoueccom no HOBOW KOHBeHUMN O

KMbepnpecTynHOCTU B COOTBETCTBUM ¢ Pesontoumnen 74/247 leHepanbHoi Accambnen OpraHmsaumm

ObbeauHeHHbIXx  Hauwuii. TMpuHMMas BO BHMMaHME CyLECTBYlOWME MeXAyHapogHble U

pernoHanbHble MHCTPYMEHTbI No 6opbbe ¢ KNbepnpecTynHOCTbIO, Mbl NPU3bIBAEM MEXAYyHapoaHoe
coobuwectBo m3beratb Ay6AMpPOBAHMA yCUAMI M CcOCPeaoTounTbCcsl Ha paboTe no obecneyeHuto

peannsaunn n CO6I'IPO,CI,€HVIFI YCTAaHOBJ/IEHHbIX PaMOYHbIX yCHOBMVI.

Tem He MeHee, Npu3HaBaa 60/bWKMHCTBO ronocoB B OpraHusaunmnm Ob6beauHeHHbIX Hauuii, mbl
n3naraem psag NPUHLMMNOB, KOTOPbLIM, MO HalLeMy MHEHWIO, LOIKHbI C/1Ie4,0BaTb Y4aCTHMKM Npouecca
B Lenax obecneyeHua npaeB u cBobod, HEOBXOAMMbIX AN CO34aHUA CBOOOAHOrO, OTKPbITOrO,
6e30NacHOr0 M MMPHOTO KMBEPNpPOCTPAHCTBA, a TaKXKe obecnevyeHus yBarKeHUs K BEPXOBEHCTBY

3aKOHa B KMbepnpoCTpaHCTBeE.

3awuTa KepTB

OCHOBHOWM LeNbl0 HOBOFrO MEeXAYHapo4HOro 3akKoHa O NPOTUBOAENCTBMM KMbBepnpecTynHoCTU
AO/KHA CTaTb 3aWwuTa OOBLEKTOB W XKepTB KubepnpecTynneHui, a TakKe npepocTaBneHue
3pdEKTUBHbIX CpeacTB NPaBOBOM 3alLMTbl M HagNexKalero Kommnjaekca rapaHtui B cdepe npas
yenoseka. lpaBUTenbCTBa BO BCEM MUpe YXKe AaBHO 3n0ynoTpebnstor mepamu no 6opbbe ¢
KMbepnpecTynHoOCTblO, WMCNONb3ysA 3aKoHOAATeNbCTBO O 6opbbe ¢ KubepnpecTynHocTbio AnA
PacCLMPEHNA TOCYAAPCTBEHHOIO KOHTPOAA M KPUMMHANM3aumm nybamkaumm M pacnpocTpaHeHus
He)KenaTenbHOro KOHTeHTa, BBEAEHMA MACCOBOM C/NEXKU U OrpaHUYEHUA YACTHOM KU3HM BO MMA

60pb6bI C TEppOpPM3MOM. HOBbLI AOroBOp A0NKEH 0becneynTb 3aWmMTy 6€30NacHOCTU, paBHONPaBMUA


https://undocs.org/en/A/RES/74/247
https://undocs.org/en/A/RES/74/247

M 0OCTOMHCTBA Nt04eN B COOTBETCTBMM C 06A3aTeNbCTBAMM FOCYAapCTBa Nepes CBOMMM FpaKaaHaMu.
B uenax 3awumTbl KepTB KubepnpecTtynaeHui nwobon Obyaywmin npaBoBOW AOKYMEHT AOKEH
rapaHTMPOBaTb, YTO ONpeaefieHnsa, KBanuduumpyrolme NoBeAeHWE KaK NpecTynHoe, ABAAITCS
afanTUPYeMbIMU U B TO Ke BpPemMa Y3KUMU NS NPefoTBPALLEHMA KPUMMUHAIM3AUMM NOBEAEHMS,

npeacrasaaowero cobom ocyuwecTeneHne OCHOBHbIX CBO6O£I| M NpaB 4YeNoBEKaA.

d¢dekTuBHaa 6opbba ¢ KubepnpectynHocTbio nytem obecneuyeHMs UCNONIHEHUA [0roBOpPOB
MeXAYHapoAHOro CoTpyaHUYecTBa

lnaBHaA uenb HoBoW KoHBeHUMM OOH no 6opbbe ¢ KMbepnpPecTynHOCTbIO A0MKHA 3aKN04aTbCA B
6opbbe c KNbepnpPecTynHOCTbIO NPU OAHOBPEMEHHOM YTBEPKAEHUM NPUOPUTETHOCTU PaBHONpPABMUA
n cnpaBegnmMBocTU. KpaeyronbHbiIM KaMHEM HOBOFO [A0roBopa JAO/MKHO CTaTb 3¢pdeKTMBHOE
NPUMEHEHWEe  CYLEeCcTBYHOLWMX  peweHun pgna  obecnevyeHma  WUCNONIHEHWA  AOrOBOPOB
MEXAYHAPOAHOro COTPYAHUYECTBA MeXay cyAebHbIMM M MPAaBOOXPAHUTENbHbIMM OpPraHamu B
yC/I0BUAX NPO3PAYHOCTN Haa30pa 1 cobatoaeHma npas yesoBeKa. B gorosope cnegyet npusHath, YTO
paccnepoBaHue KubepnpectynnieHun n cygebHoe npecnefoBaHMe 33 MX COBeplueHue TpebytoT
PacCWMpPEHUA MEMKCEKTOPASIbHOIO U MeXAyHapoAHOro COTPYAHMYECTBA, @ TaKXKe COrnacoBaHHOCTU

HOpPMaTMBHbIX 6a3.

Cob6niogeHune cywecTBYIOLWMUX MEXKAYHAPOAHbIX NPaBOBbIX 0643aTeNbCTB

HoBbln AoroBop o 6opbbe ¢ KMbepnpPecTynHOCTbIO HE MOKET BbITb MCNO/Ib30BaH roCyAapcTBaMu B
KayecTBe MHCTPYMEHTA O/1A COKPALLEHMA MX CYLLECTBYIOWMX 06A3aTENbCTB NO MEXKAYHapoaHOMY
npasy, 0CO6EHHO MeXAyHapoAHOMY NpaBy B 06/1acTK NpaBs YenoBeKa. B 3Tom Ayxe HOBbIN A0roBOpP
AO/MKEH OOMNONHATb WMAM YMNOPAAOYMBATb, @ HE MNOAMEHATb CYLECTBYIOLWMNE MeXAYHapoaHO-
npaBoBble 06s3aTeNbCcTBA rocyAapcTs. HOBbIM A0roBOpP AO/KEH MOATBEP)KAATb CyLLEeCTBYOWMe
MeXAyHapoaHO-NpaBoBble 0653aTeNbCTBA M OCHOBLIBATbCA Ha Pa3bACHEHUM MONOMKUTENBHOTO

BANAHNA 3TUX A0TOBOPHDbIX oba3atenbcrs.

Ynop Ha mexaHU3Mbl NOAOTYETHOCTU

HoBas KOHBEHUMS [0/KHA ObiTb HanpaB/ieHa Ha NpPUMBAEYEHUE K OTBETCTBEHHOCTM HA OCHOBE
[lOKa3aTeNbCTB, 4YTO MNO3BOAUT AMLAM, NOCTPaZaBWIMM OT KubepnpecTynneHuin, [obusatbea
BO3MeleHMa yuwepba M MCnonb3oBaTb CPeacTBa NPaBOBOWM 3aWmTbl. [ocyaapcTBam Heobxoanmo
COKpaTWUTb ONepaTMBHOE MPOCTPAHCTBO A/1A NPECTYMHMKOB He TO/IbKO NMPUMEHSA COr/acoBaHHbIe
MeXXAyHapoaHble NpPaBoOBble HOPMbI M B3aMMOAEWCTBYA MO BOnNpocam cyaebHoro npecnenoBaHus,
HO M CTUMYAUPYS TOCYAapCTBEHHO-YaCTHble NapTHepcTBa 60poTbcA € KubepnpecTynHocTbio. Mpu
NPUB/MEYEHNUN K OTBETCTBEHHOCTM BWHOBHbLIX B MPUYMHEHUM yuepba HEobXoAMMO Y4YMTbIBATb

BO3A€‘VICTBM€‘ KM6€pI’Ip€CTyI'IHOCTI/I Ha O6U.I,eCTBO B LLle/IOM.

[onrocpoyHas akTyasbHOCTb 40roBopa

C yyetom TOro 4TO KMbBepnpecTynHOCTb ObICTPO pa3BMBaeTCA, oOnNpeaeneHus  AOJIKHbI

COOTBETCTBOBATb HOBbIM pPeEANUNAM. chepa npumeHeHumA HOBOW KOHBEHUWMWN O0/1XKHa 6bITb YETKO



onpegeneHa U He 3aBUCETb OT ANHAMUKN PA3BUTUA TEXHOJIOTUMNA.

CoxpaHeHue OTKPbITOCTU ceTu UHTepHeT

Bce 6onbwee uyucno CTpaH npecneayet LUenb pasfenuTb ceTb WMHTEPHET Ha pas/iMyHble
HalUMOHabHble cdhepbl BAMAHUA U KOHTPOAA. HoBasA KOHBeHUMA No 6opbbe ¢ KnbepnpecTynHOCTbIO
He [0/IKHa CAYXWTb onpaBAaHUEM WUAN MOTUBOM A5 TOrO, YTOBbl HeAeMOoKpaTUYeCKME PeXUMbl
ewe 60/blue yrpo¥Kannm OTKPbITOCTU ceTu WMHTepHeT, 3aKpbiBas CBOM UMUPPOBbIE TpaHWUUbl ANA
OCTa/fIbHOTO MMpa nog npeanorom npeaoTspalleHua KubepnpectynHocTu. Ons obecneyeHus
OTKPbLITOCTM CceTU WHTEepHEeT HOBbIM [OroBOP AO/KEH NpeAycmMaTpuBaTb BO3MOMKHOCTb
KOPPEKTUPOBKU OPUCAMKLMOHHBIX MPaBUA C y4eToM peannin rnobanusaumm cetm UHTepHeT u

cBo604HOro NOTOKa MHGOPMALUMN.

BHEAPEHUE HAOQNEXKALLUUX NMPOLECCOB

Mcnonb3oBaHWe CUCTEMATUUYECKOrO MHOrOCTOPOHHErO NOAX0Aa

Ha Bcex aTanax npouecca AO0NXKHbl NPOBOANUTLCA KOHCTPYKTUBHbIE KOHCYNbTALUUWN C MPUBAEYEHNEM
BCEX 3aMHTEpPeCcOoBaHHbIX CTOPOH. B pamKax npouecca H€O6XOLI,VIMO Yyu4nTbiBaTb WUHTEPECDHI
rpa>XgaHCcKoro O6LLI,eCTBa, SKOHOMWKHU, YYEHDLIX, MCCI'Ie,EI,OBaTe}'Iel;'I, TEXHNYECKUX SKCNEePTOB, HAaYy4YHbIX
N nccnenoBaTeibCKnxX yqpemp,eHMﬁ. ana obecneyeHusn HGO6XO,CI,VIMOI'O 6anaHca K neperosopHomy
npoueccy B 4ncne gpyrnx O01XKHbl 6bITb npmseaevyeHbl aKCNepTbl B obnactu Km6ep6e3onaCHocm,

yrpaBsieHNA ceTblo MIHTEepHET, MeXAyHapo4HOro npasa v Npas YesioBekKa.

CopeliictBue obecneyeHUIO NPO3PAYHOCTH

MeperoBopbl NO nNpeasaraeMomMy AOroBOpY AO/MKHbI  ObiTb  MaKCMMa/IbHO NPO3PaYyHbIMM.
OpraHusaumm, YacTHble NMUA U FOCYAapCTBa, YbM MHTEPECHI M NpaBa MOryT ObiTb 3aTPOHYTbI MO
pe3ynbTaTaM NeperoBopoB, AO/IKHbI MMETb BO3MOXKHOCTb NPeACTaBUTb CBOE MHeHWe. Hanpumep,
rpadmK 1 y4aCTHUKM NEPEroBOPOB, a TaKXKe TEKCTbl MPOEKTOB AOKYMEHTOB A0/KHbI 6bITb AOCTYMNHbI

LIMPOKOM 06LLeCTBEHHOCTH.

YTOouHeHue cdhepbl NpUMEHEHUA

M3nuwHe wupoKoe onpeaeneHue KuMbepnpecTynHOCTM MOXET MNPUBECTU K KPMMMHANM3auumu
WNPOKOrO Kpyra BUAOB  AEATENbHOCTM, BbIXOAAWMX [afeKo 33 pPamMKuM  COBCTBEHHO
KnbepnpectynneHuin. YYacTHUKM NEPeroBopoB A0JXKHbl YETKO ONPeAennTb PamKu NPecTynaeHui,
AN KOTOPbIX OHW CTPEMATCA NPeAyCMOTPETb MEPbl HaKa3aHMA, YTobbl rapaHTMPOBATb, YTO AaHHbIN
[lOTOBOP HE MOXKeT 6blTb MCMONb30BaH AN ONpaBAaHMA PEnpeccuin NpPoTUB MNOJUTUYECKOM

onno3nunun, NpaBo3allNTHUKOB UIU TPaXKOAAHCKOTO O6LI.I,€‘CTBa.

MpuHATHME noaxopaa, 0OCHOBAaHHOrO Ha KOHCEHcyce

HoBbIli 4OroBOp O KMBEpnpecTynHOCTM AO/KEH CTaTb pe3y/AbTaTOM NoAxo4a, OCHOBAHHOMO Ha

KOHCceHcyce. [loroBop A0/IKEH COAePKaTb NONOXKEHNA, COrNacoBaHHble Pa3HO06pPa3HbIMM CTPaHaMM



N perMoHamm M OCHOBaHHble Ha MacCLITAOHbIX KOHCYbTaLMAX C COOTBETCTBYIOLLMMU IKCNEPTAMU U
rpynnamm 3anHTEPeCcoBaHHbIX CTOPOH.

Cambii HOBbI NepevyeHb NOANUCAHTOB A0CTyneH No aapecy CyberPeace Institute nam Ha
Beb6-caiTe TexHMYecKoe cornaweHue no kubepbesonacHoctu . [LlONOAHUTENbHYIO
MHPOPMALMUIO MOXKHO NMONYYMTb HaNpPaBMUB 3aNpPoC Ha agpec 31eKTPOHHOMU NOYTbI
info@cyberpeaceinstitute.org unu info@cybertechaccord.org.
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